]
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PHP natya n'¥ap NX7un2 NIXI9 nNVAX NIX1O
Hyp3rinj3cT10n nxn

D'2¥N2 077N NNIX D'AYD K71 DYD X7 11’12 TINA Y1917 19NW DINN KIN 0¥ QNI DK7Y
DINKX D'AI0N D'¥17 IX D100 ,NININNA NAITA DX |2 - 0¥ 9NWY7 DN IR/ 0DNY X DNAY
NNAITD NIFYZI9 190N INKRN NI 1Y NX' PHP-N 'NNo9Nn . 2N IX N'9X¥7 XU | 1ITVnY
,TING DD DNIND ANTIAY IR NYIY DYN7190 NNWY 0'¥ap n7ynw ,move_uploaded_file n*¥j119n
NIXID NI¥IOY N7 IANNY TNl . 1NXY NIDNAN T YaIPn DX 2ITY7 DIMNRKD DR DN'RYUN R

D'¥ap NX7YN NIdWNA NID'M NYA NNYIAY DINYORNI

NV TX NISYA DA DI'7'3.|7)'J N'2ANY NINNAITN 21 X PHP NYwa NIXNAITA wnnwl [ NiNnin nwY?
JNNR

PHP-77 %2 017377 7272 D1weN

117w NTIAYN D202 70 OTIR 79071 1dNY 0D"MY 1INIX ,PHP-1 0'09Mj70a POYNNT 7'NMiv 197
nNn"p PHP U NNTNN a2 :NIYRIN NNTANN . XTH71 )NY7 N¥IY DNTAN 1901 1Y .NYn
NNIX .HTTP-N 7171009  NIY¥nX2 0'¥ap NI72Yn7 N1 aqnr ornN WaIpw Lfile_uploads nnTann

M ,NPI7T PR NMANNY XTI, HTTP-N NIyyNXA 0¥ NIYn TWORY XTI 2D

file uploads = On

X ,NRT DY .HTTP-n NIYXNXA N2V YaI'? 2Nimn 270 770 N nale upload_max_filesize
TNIX7 .2 NNIXY DT NPT Y¥A7 97TV TN — DO7¢ NNWN NNVAX X7 ITN NNTann 2y nan
T2 KNI

upload max filesize = 10M

MTANN ' TAN7 DT 190N TV W' 0'¥AR DXV " IX7 POST NTIuNa D'YUNNWN 1R INKN
DA NY'OYN IT NNTAN .POST NU'YA NYUNNYUNN NYRA 7Y 27N 7T1IaN DX NAX''N post_max_size
NNAIT ITN NNTANN 7Y YN DR 'RWNYT 'RTD DAt 271 ,POST NU'WN NIYXNNRA 0¥ NIR7YN 7Y


http://il2.php.net/move_uploaded_file
http://il2.php.net/manual/en/ini.core.php#ini.file-uploads
http://il.php.net/manual/en/ini.core.php#ini.upload-max-filesize
http://il.php.net/manual/en/ini.core.php#ini.post-max-size
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2v mn 17712 DY NIrva vk 1 nn 2man 1w IR upload_max_filesize nTann 7w WY
;NN NNTAND WNNWI DT JA0N1 NINNAITA .Yalzn

post max filesize = 11M |

NX7VN N2 .yTNn DX 7277 "1 NidNY7 PHP-7 "nimy (Nifawa) [ath NX N1Tan max_input_time
NX7UNN TR ,max_input_time YN DX 1YY 717y nTh ,0"0' X V1NVI'R NI2NA 02172 0¥
NTD 2¥N VIM? 12 71T 190Nn> max_input_time NX 1 Tan%? TWOKX .7wWONI 709N

max input time = 9999 I

.YNa 0naRwn 71¥1 yin'? +1 60 1k 30 7un? ,'wyn 2 1T DNTAN 'RYN? 9TV NINT DY

max input time = 60 |

2012IRT ,M0R0PRT TP 978 R 73 MAX_FILE_SIZE

YD TIA NPT TR AW RNAT 709

<?php

if ( isset(S_FILES['file']) )

{
$name = § FILES['file']['name'];
$tmp = $ FILES['file']['tmp name'];
Serror = $ FILES['file']['error'];

if ( S$error == UPLOAD ERR OK && move uploaded file ($tmp, S$name) )
{
echo 'Your file has been uploaded.';
}
else
{
echo 'An error has been occurred, file not uploaded.';

}

echo '<br /><br />';
}

echo <<<END

<form action="?" method="POST" enctype="multipart/form-data">
File: <input type="file" name="file" />
<input type="hidden" name="MAX FILE SIZE" value="100000" />
<input type="submit" value="Upload" />

</form>

END;

?>

N7V' yalzn 772 oX .0'0M g7x 100-7 “mroimin yalp 0 7Tia NN MAX_FILE_SIZE nAtva T
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T¥2 YTAM MAX_FILE_SIZE :n71Ta n'ya W' AT [INN9A 709! 1'7nNNI XA ITNIN [MIXY 7TIan 7y
Javascript Injection, niyxnxa MAX_FILE_SIZE NN NRW7 WWOX . "12'U7 N1 XIn 017D .nip'n
.N19011 NI 0TI Form Manipulation

Form Manipulation-> X237

17w 0910N |70

<form action="?" method="POST" enctype="multipart/form-data">
File: <input type="file" name="file" />
<input type="hidden" name="MAX FILE SIZE" value="100000" />
<input type="submit" value="Upload" />

</form>

Anoin input nTY N2 100,000-> n%7w 09102 YTam MAX_FILE_SIZE aa nivd%? niav 'od
Firefox [9T9Tn 7¥ NIDOINN '97X JINN NNX2 WNNWNT7 X' NI noiwon NNworn .(hidden)
7w 5% 100,000-n nX N v v (text) VORLVY ANOMN input- N 210 IR NNYY 7'awa

Ai7un7 N nn'7 XN, NIY

MY TIZN DX 7'My 075 K77 TIpn 2and'Y - N7 N0'WA XD NNDNYT AIWNY NIY NINYWON
qINWYI Nd>YN DI'0A .(NX11 DX 7TNNN 1NN W DX NRYY DA '751) text-7 hidden-n nTY NX
2 NIKNYT X N7 TIEn HTML-) yaign NX

<form action="?" method="POST" enctype="multipart/form-data">
File: <input type="file" name="file" />
<input type="text" name="MAX FILE SIZE" value="5000000" />
<input type="submit" value="Upload" />

</form>

MIYY AW 1ITN .(an‘7 D'vl D'YIRY '13.'[) 0510N NAIND NX |3'I'U'7 Y TIAVN RMAITNY 1D
NMIYXRIN

<form action="?" method="POST" enctype="multipart/form-data">

NMIXZ T NIT . NNNKY? D'RAY DINYANE, NAIMDN NIV DX nwyn? ax'n (N78Y n'o) ? |n'on
T .yaln NAIMdI DY YI9'N2 1AN0N7I DNYN] WNNWNYT DIPNa ,INXYY7 yalzn DX NIONY TINA
:NQ2AIT? ,0'¥2PN DX N7YNN YaIzn YW N2INdY action-n 7w 1yn DX NIwa Ty 0910NY

<form action="http://example.com/upload.php" method="POST"
enctype="multipart/form-data">
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OIX7 W' NANDdN NMIY NIYXAR] 12N KINEARYD D TNy 78 'wpnn yTn vt nTnav 17 in'vy
INDAIT? UNIX

<form action="http://example.com/index.php?page=upload&terms=agreed"
method="POST" enctype="multipart/form-data">

Javascript Injection-5 x»x7

D' 1T NO'W .MAX_FILE_SIZE 7w 71 vy DX NIRWY 1D Javascript TIza win'y XN Noon T
nIwa JavaScript nimipe 2md7 N1 102 0'wnnwn NNIX Javascript Manipulation Da no'ny%
TIX N2IMDN MIYWA DD7W [9T9T2 2IMdY7 7wn7 101 . 'NdIN 170N 72V 17V9'w |, [9TOTN 7W NAIMdN
MIwN

javascript:alert ('Can you see this?');

.0ojVN DY Alert Ny TIN oY YIOpN .NAINdN Niva ,007v |9TOTA TN NX IXn

v 7VN DX NRN NXAN NTIRON .OTHN 27192 1AXNYW XNAITA MYOKN rING ! |9IX X NX1] NYD
‘MAX_FILE_SIZE

| javascript:alert (document.getElementsByName ("MAX FILE SIZE") [0].value);

7T Y MYN AXaN NTIRON

javascript:document.getElementsByName ("MAX FILE SIZE") [0] .value=999999; return;

UTNN IMNTAN (TN IWXRIN YoImn DX ax'ny 0-2 mnai ,getElementsByName-2 nunnwin
.999999-> MAX_FILE_SIZE 7w 127y NN

NO0I11 NA'MD MIX

| javascript:void (document.getElementsByName ("MAX FILE SIZE") [0].value=999944);

117 2'¥N7 XN [9TOTN - 27 QT7 IXN D7 11'KY qT7 12V NNIX (return-1 IX) void-1 wNnwa X7 DX
ARWN7 0¥ 1INIRE TN 079 NIFNY7 MR K7 Y¥27 0N DNIRY TIRY . N79 TIpn 79 0790 NX
N7 12NIX NNOTYAL, 079 DTN KT IT AXPAO .void -2 D'wnnwn IR 21' T2 D DWY91 L, 9TN INIKY
¥ X7 17 "avn

:NNRAN XNAITN DTV alert n'¥71190 17 nannv Qo1 'Mynvn |NN' NX11 'vniv 197

javascript:alert (document.getElementsByName ("MAX FILE SIZE") [0].value);
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NINTN N71Y9Y7 .Alert-n N'¥219'7 MAX_FILE_SIZE 7w 70Wn NIX 110100 — TNIM J2T DIY 11'WY X7
NIMYOXR NN 2 nirn'Y NIy

2V NIX 11'1'W NNNAY NIRTYT 7010 .MAX_FILE_SIZE 7w [pimn oy Alert nyTin y1opn .1
[PY D1I9TOT W') .71 KIN ITNIMN VAW IR/ N1 K7 1901 1'W0 D 2'01 .01 M7 X7 .2
(7 Alert 1arxe

:MAX_FILE_SIZE-2 7N DX 1YY 721 NNTYaw XnalT TIv? 'wm

javascript:void(document.getElementsByName ("MAX FILE SIZE") [0].type="text');

Xy 09102 17 YN NIX NNRYT? N1 ,NYd .0ojRVY7 hidden-n input-N 7w a10N NX MY IT MY

nuaang

:MAX_FILE_SIZE 7w 7y n'12%7 nnwn T2 D90 N1 7'w9) piann '

<?php
SmaxFileSize = 100000;
if ( isset($_FILES['file']l) )
{
Sname = $ FILES['file']['name'];
Stmp = $ FILES['file']['tmp name'];
Serror = $ FILES['file']['error'];
if ( isset($_POST['MAX FILE SIZE']) &&
$maxFileSize == $ POST['MAX FILE SIZE'] )
{
if ( Serror == UPLOAD ERR OK && move uploaded file($tmp, S$Sname) )
{
echo 'Your file has been uploaded.';
}
else
{
echo 'An error has been occurred, file not uploaded.';
}
}
else
{
echo 'Were you trying to trick us?';

}

echo '<br /><br />';
}
echo <<<END
<form action="?" method="POST" enctype="multipart/form-data">
File: <input type="file" name="file" />
<input type="hidden" name="MAX FILE SIZE" value="{$maxFileSize}" />
<input type="submit" value="Upload" />
</form>
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END;
>
:MAX_FILE_SIZE 7y 775 ooan' X7w |INNS 2INd7 DA 721

<?php
if ( isset($_FILES['file']) )
{

Sname = $ FILES['file']['name'];

Stmp = $ FILES['file']['tmp name'];

Serror = $ FILES['file']['error'];

$size = $ FILES['file']['size']:;

if ( $size < 100000 )
{
if ( Serror == UPLOAD ERR OK && move uploaded file($tmp, $name) )
echo 'Your file has been uploaded.';
else
echo 'An error has been occurred, file not uploaded.';
}
else
{
echo 'Were you trying to trick us?';
}
echo '"<br /><br />';
}
echo <<<END
<form action="?" method="POST" enctype="multipart/form-data">
File: <input type="file" name="file" />
<input type="submit" value="Upload" />
</form>
END;
?>

2P 72172 LYY PRI NoYaT

NYTNN NINNN ?NWn 7y NN 12D K'Y AT bg.jpg  DWA N1mN NI7yn'? nx11 OX ' NN
YaI? 7w N7 Nt 0w "Hacked" 1MW yaip N7y Qpin OX NP NN . NIY DX 970N n7viY
'D'INX D'¥272 0'97NIN ANKA DIYN 0¥ DDA D'AXA IXINT D710 7N07Wnn 7Y 0 TI'RN

Y227 Q2% NATA7

D" YaIP 97N DN D'AYN YN T ,NYY DYV 0'¥aRe NTIO1 2PN TANY? TIRAD y'min
N'D YAIZN MNW' QY [9IRN IR NN'TANY XNATA NNIYN NN

| Sname = $ FILES['file']['name'];

NNV NN 9'011 LIYD ,A'P'MY YalZn NN 0'1DNY7 '
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Sname = 'uploads/'.$ FILES['file']['name'];

.uploads n''n7 17y1* o'¥a7n ,NYd

Y2 2R N7

, TONX N'P'M7 DN7W NTI9N NITYa N7W n*P'MaY 0'¥azn DX 9*7NnY K7 0'¥277 DNa7 1n7xn
NIXT'O NAI0YW program.exe WA YAl N7Y1 OX NZ' NN L,XNAIT? .NI'Yan 75 NX 1NN9 K7 7Y X
X 970" UTNN YaIzn ?program.exe DWA 17017 0N'l N7V' INKR W71A DN INKYI,AWNN1 NNVAX
2'TA) .0'N¥APN NINY 'Y NNTYA 2N A R7W [INN5N .22 |'NaN7 117 nwpR N0 PN Yarpn
ANTY . N7wn D'WTN NINY D'Y72a0 T 7Y DYV D'¥ARYT 1IN DYV 0YARY D'YTN NinY

TINT 710" MWON |INND ,XNAIT? XY 72V TNYT 1701' X7 D72y 027 1IXIY NiNYY

$name = 'uploads/'.time().crc32($_FILES['file']['name'].time())."'-
'.$ FILES['file']['name'];

D'2'D>N "YW 7Y 002NN XINIEINKRA LINXY 7V 2ITN? 721" X7¢ N1INYT7 120w 0OTPN yalzn WY 190In
N'D 7apna 1VIr DNT OW 0V D'¥AR Y W NNAN0NN . 'N2IN ATNI YAIZN DY S TIRA D' AN'T
'09KR

Q%22 NI

.(DN7w Nnrron '9 7y — 0'xaEn 210) MWL NI7YNY7 NI 0'¥aPN AI0 DX 72207 X'N NS0 Nan
White List ) nInnim nimrro 17'x X721 ,(Black List Filter) niniox nmi'o 1*1an% o'on 0'wix 79 1M
[707 . YD NINT N1 — DN 2N DD DIR XD, NR'OKRIVIX TINA NWAA ITY nnnY (Filter

TNIOX NINI'O NP'TAY TIp NNAIT

<?php

SmaxFileSize = 100000;

$exts = array('php','cgi', 'html');
if ( isset($_FILES['file']l) )

{

Sname = 'uploads/'.time().crc32($S_FILES['file']['name'].time()) .'-
'.$ FILES['file']['name'];
Stmp = $ FILES['file']['tmp name'];

Serror = $ FILES['file']['error'];

if ( isset(S_POST['MAX FILE SIZE']) && SmaxFileSize ==
$_POST['MAX_FILE_SIZE'] )
{
Sextension
Sextension

= pathinfo ($tmp) ;
= strtolower ($extension['extension']) ;
if ( in_array($ext, $exts) )

{

PHP ntyva o'y NX7VUN2 NIXIDI NNLVAX NIXI9
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echo 'Bad extension';

}

else
{
if ( Serror == UPLOAD ERR OK && move uploaded file(Stmp, S$name) )
{
echo 'Your file has been uploaded.’';
}
else
{
echo 'An error has been occurred, file not uploaded.';
}
}
}
else

{

echo 'Were you trying to trick us?';
}
echo '<br /><br />';

}
$extsText = implode(', ', $exts);

echo <<<END
<form action="?" method="POST" enctype="multipart/form-data">
File: <input type="file" name="file" />
<input type="hidden" name="MAX FILE SIZE" value=" {$maxFileSize}" />
<input type="submit" value="Upload" /><br />
Disabled Extensions: {$extsText}.
</form>
END;
?>

nX7NN 1"7nn , NIDION NNI'O NNTN NOYNN OKX . NNIOX 0'X]p? NINI‘o v nnen D"73.|7YJ 1INIX
IX N7 |DIXR] NI'IIAN NIdAYN2 NIMINIXIVID 71X 1DAT? NINNAIT 190N 7V NI 11yl .701an YA
.IT

(PHP »wn®) naws 722 790 nx957

D'TIZ NIXA [N DAY NN NN TIY 'NIWAY7 DIy [TV X ,nnion php NnI'on DINX XNaIm
N7RN NINroa 177N X7 D71vnw 0'wax vyn X7 W' .php3, php4, phps, php6, phtml :7wn%? ,PHP-a
NNWOKX W'Y 17 IN'Y 90N .27 DTIZ NAXNW 10'7'90 DX 2AIND7 1AW DN TWKXD [NIX NoN' X7 D71

22 JnIn MW OX shtml-1 perl '¥ap ynin'? nioa?

mpPh 72 MW ay avTIp nXAT

nNI'od win'y 1 2y HTML-2 0'TIj7 Y07 N1017 7211 NIRT 71 X ,117 Nnion DX html nniron
Javascript, Flash, Java ynin'71 7'von%? nio1? pa 7511 ,HTML- 2 0*TI Y07 0'212* 1IR1 "NXRN .htm
... TIVI VBScript
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htpasswd-y htaccess

D'¥27 .07 [I'722 'ON XA 1NN O'V'9IN DN DNIYPZN NNVAKR "I htpasswd-I htaccess '¥ap
ua 17272 nniro noxya KIN 0'¥apn W Dnw - 27 'y .htpasswd ,.htaccess :nimwa oMl 179X
D'¥2P NINI'0 D'MOIN DNW) DN'Y7Y D'AYIN X7 DN 72K ,N78N NIMIFON NX D11'DN 021 DX

NNTYA VI NININ NI71V9Y7 NIDION NIXNAAIT 1901 NRM IXIA ,N1D07 nwNnn 037 7907 'O

-htaccess-n yalyp

(U1NVI'RN [DTOT NITYA N'P'NT7 01ON7 71D' X7 TNX X D) :N'P'N7 NO'dN NN'oN o

deny from all

(deface.html X130 yalp n7ynw NNIN1) 17w YaIR7 OPTI'RD YAIP DY ''Y e

DirectoryIndex deface.html

NN YaIZ? OPTI'NN YalPn W21a0 N'MoN

Redirect index.php http://my-site.com/deface.html

No'o A'P'NN NN'A0 @

AuthName "Please Identify"
AuthType Basic
AuthUserFile .htpasswd
Require valid-user

.Please Identify Nn'nN NINIDN TWKD ,NN0'01 UNNWN DY Wpann 17N Yo' AT TIp

INNAIT? ,NINNO'Ol D'UNNWN NINY 72! N7 YAl .htpasswd-2 wnNwN? DA 110X AT Npna

username:encrypted-password
username:encrypted-password
username:encrypted-password

D'YNNYNN |'2 nTI5Nn mMivy gb] ,(D"DTIP]) 1IN NATYA NIS9XINNA NNO'ONN TSN Ynhwnn oY
VL' 0'D 17'90Nn U qoNa . At |I"7)1 ANX MNNN] 112NN NNOo'oN N19XN |DIXR 2V .0MNNN

http://tools.dynamicdrive.com/password/

N> |1 71907
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NuNAna

JINIOX NINI0 7¥ Nn'wN DN NN ninro 7Y nn'wn

<?php

SmaxFileSize = 100000;

$exts = array('jpg',6 'bmp','png','gif', 'txt',6 'rar',6'doc','ppt'); //etc...
if ( isset($ FILES['file']) )

{

Sname = 'uploads/'.time().crc32 (S FILES['file']['name'].time()) .'-

'.$ FILES['file']['name'];

Stmp = $ FILES['file']['tmp name'];
Serror = $ FILES['file']['error'];

if ( isset($ POST['MAX FILE SIZE']) && $maxFileSize ==

$ POST['MAX FILE SIZE'] )
{

Sextension = pathinfo ($tmp); S$extension =

strtolower (Sextension|['extension'])

}

if ( !in array(Sext, Sexts) )
echo 'Bad extension';
else
if ( Serror == UPLOAD ERR OK && move uploaded file(Stmp, S$name) )
echo 'Your file has been uploaded.’';
else

echo 'An error has been occurred, file not uploaded.';
}
else echo 'Were you trying to trick us?';
echo '<br /><br />';

SextsText = implode (', ', Sexts);
echo <<<END
<form action="?" method="POST" enctype="multipart/form-data">

File: <input type="file" name="file" />

<input type="hidden" name="MAX FILE SIZE" value=" {$maxFileSize}" />
<input type="submit" value="Upload" /><br />

Allowed Extensions: {$extsText}.

</form>

END;

?>

10
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Null Byte Poisoning

JITNNN NIN'T? 122 12 NNTYI Nownn 775 01 ,ASCI-n n'2202 Iwran I Kin Null Byte-n
:PHP-a1 (%00 1x) 00-3 axi'm mn HEX-2

chr (0)

NI NIKTYT N1 X7 .0X11 M7 1M KN Null Byte-n

(Null Byte Attack-> a3 9512) Null Byte Poisoning

IR NI' D20 NIXA 1Avn? 'IRe 1, Null Byte-n nrir (Taovonk) & INnw 11 ,12000 X7
MINNXD TIPN NNAITA NIXYNIY IT 12D D'¥AR NX7UNYT7 Y7219 177100 Nown 007 1'T .nnaTin
image.jpg&.php :Xan OWN N'N' 0'101W YaIpn DY DX N7' 7Un? nn NXN] I DY) .Niniron ny
.NN7¥N2 NAYN NP TANI image.jpg : 711X NPT 0N LPHP- 0 NATya nwyvaw Nzl

image.jpg.php N yarrn owi Anx' Null Byte-n X1t yaizn QWD

nuana

ATIX7 IN NM2ANYT W DIANNYT YT 101 X7 DT X, NYYYYT7 NN K7W N0'WA 12T D AR NIINRDY
NINAN MIWN Nt Null Byte-n NN A1IX7 7011 . T79N7 7211 X7w D Null Byte-n NX

| Sname = str replace(chr(0),"'"', $_FILES ["file'] ['name']) ;

DNV 1N01 NN K7W |amd X, Null Byte-7 n'onivix nn1an Dry¥an Magic Quotes-n
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Local File Disclosure

. N7VIN K7 NINEDRAY DYNNNY IX N7VIN YaIzn DX AYTIN 22X L1DAX0Y DD TV NINNAITA ‘702
1Y UNNWNYT 7901 NNIXR ,N'MMK NDWN 7V 0NN 1INIXWD 72K ,TING TANI D' DT NIRNAIT?
22121 ,yalpn DY NX 7'20W name NMINWNAN NIX 17 U' N0 - 2T MY DNY QA 'R . Yalpn NNy

INQAIT? Y2Ipn DX TINYT [9TOT? YrTI'Y a7 1Ix'? 1Y .01950 12 wnnwun?

<?php
if ( isset($_GET['file']) && is_string($ GET['file']) )
if ( file exists($ GET['file']) && is readable($ _GET['file']) )
{
header ("Content-Type: application/octet-stream");
header ('Content-Disposition: attachment;
filename="'.$ GET['file'].'"");
readfile ('uploads/'.$ GET['file']);
}

?>

(TIN7 NXNIW Yalipn oW DX X' filename TWKD) NIKT NIFAY N2MIY NN MY

?file=[filename]

Path Traversal

X N2 A'P'NN "nexn" 7 NIk nunwn (Directory Traversal- > DA N2in) Path Traversal nu'wn
N7 W'Y DMDIN D1IN'O 2 W .0'RXN)

N'NONN N'PNN DR NAX'N - (NNRAT) . @
(Parent Directory) .ntyn? nnX n"jp'n niax' - (NIM7 'My) .. e

?02un? NN NI 1 Path Traversal-a wnnwa ox nn

?file=../index.php

TP N

readfile ('uploads/../index.php') ;

NIIY YaI7n DX X1 ownl L, (NINK 11TN) - nYun M7 X1 uploads 'ppm? wan nid
ONRNN DX YAIR 72 XKNP71 TN 7210 Nydw X' niynwnin .index.php
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TAINT 7211 DNIX DAY ,DINN NIXN X277 R NITIRD 770 0T KIXN? 2210 OpTI'Rn Yalp Jina
NP 7Y DIPM/ NINY NDIYNN 7Y 07 TI'RN YRR 77D 0T KINAY QWON ,RNAITY? .RINPY1 AwnnY
Connection ) D2IN1N TON7 NNANNNN '019 NX 7WUn7 10D ,20 'wIn'y YT 07700 AYIR0Ipn
DX .'IDI ND>YN2 D'DNINN A'YIADIIR '¥AP7 NIXNP VTN N [I02'K] NDWNN DX wnwnn (String
NT DNYZXR NWRA 'RY DY TIVI htaccess, htpasswd '¥ap INX WON7 AWWOX TNN , 2'90n X7 0T

Jownn

NuNAna

NNAIT? L(WR70) /-1 (NTI21) . D'INN DR TIXD CTIKA NVIYO X' NIMIANNN

Sfile = $_GET['file'];
$file = str replace('/','', $file);
$file = str replace('.','',$file);

20NN DTV MY 0DANIN DRIYA DUTITEN 2102 7"0 0NN DX X 9'7Nn7 NIX v

File Download Injection

'WNNWI DAY RNAIT 707

<?php
if ( isset($_GET['file']) && is_string($ GET['file']) )
{

S$Sfile = $ GET['file'];

$file = str_replace('/','',6$file);

$file = str replace('.','',$file);

header ("Content-Type: application/octet-stream");

header ('Content-Disposition: attachment; filename=""'.$file.'"'");

readfile ('uploads/'.S$file);

TINTD 1V NN Y27 Waiwd NNvnn 72j71¢ nannn

HTTP/1.1 200 OK

Date:

Content-Type: application/octet-stream
Content-Disposition: attachment; filename=[file name]
Content-Length: [file lengthl]

[file content]
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N2 NNIND YaIR? wawd

?file=roy.bat%0a%0dContent-Length%3A%2016%0a%0d%0a%0dshutdown%20-s%20-t%2060

|

(Miw nTr) CRLF = a%0d e
(o'nT) : = A%3 e

nin=9%20 e
i
roy.bat
Content-Length: 16
shutdown -s -t 60
M

HTTP/1.1 200 OK

Date: [...]

Content-Type: application/octet-stream
Content-Disposition: attachment; filename=roy.bat
Content-Length: 16

shutdown -s -t 60
Content-Length: [...]

D'INN 16 NX 7Y KR P, MY 17 N9y Iluran Content-Length- N ANId% on'nt |9T9TN
2112IN1 roy.bat XAIW yaIp T [9TOTN ,NWYNYT .0IWURIN

shutdown -s -t 60

1M 60 TIya N2O" nUNNY QYTIN 17 Y'OIN LINIR IR NN9' YU7120Y YAl DHXX YAIR KN Yapn
'NT IR cmdA IR N7W9NN NIV YN7 W' n'71yon 710127 21127 12 N7 DX 7'v9n? D'InTin DNX

shutdown -a

.0'¥ap 7w 2N 1N wnnwin? 72nw jamd X ,(batch) NXX yalpa KT MYNNUN NTH NN
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NuNAna

INNAIT? W727 IMIK [N 197 ARNPY [N D7 IR Yalpn D KT

<?php
if ( isset($_GET['file']) && is string($ GET['file']) )
{

Sfile $ GET['file'];
$file = str_replace('/','',6$file);
$file = str replace('.','',$file);

if ( is_readable($_GET['file']) )

{
header ("Content-Type: application/octet-stream");
header ('Content-Disposition: attachment; filename=""'.S$file.'"'");
readfile ('uploads/'.S$file);

(DoS »1x92%) Dapna mbyah NN 29%aRT Nosn NPy

109100 XY D 0¥ 5 7unY [7a7na TR Yaizn N 7w AR7YN TWOKRT7 N1 0Myo?

<form action="?" method="POST" enctype="multipart/form-data">
File #1: <input type="file" name="filel" /><br />
File #2: <input type="file" name="file2" /><br />
File #3: <input type="file" name="file3" /><br />
File #4: <input type="file" name="filed" /><br />
File #5: <input type="file" name="fileb" /><br />

MI'NWOXR 19010 17 W NOZNNN Vix oWy

.0my9 5 NNIX AN LY27n NX7VND NZoyNnY ke ntaa L1
D'TAIY IN'RY NINYAN DY NIX NIW1 DY9 702wD .0y 4TIV INpaTal Tipn Npghyn .2
foreach nX7172 wnnwnb? .3

npl'm [NNON DA KIN X IN'W7 AN ninn [NNSN DA XIAlDOI'D NI YISln Xin wvn [NN'SN
.aona
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TWIYUN INN9N DX YYanNn TIRY RNt

foreach ( $ FILES as $file )

{

Sname

Stmp
Serr
if

or

'uploads/'.time () .crc32 ($file['name'].time ())

Sfile['t
= Sfile[

mp _name'];
'error'];

( isset($_POST['MAX FILE SIZE'])

$ POST['MAX FILE SIZE'] )

{

L'=-'".$file['name'];

&& SmaxFileSize ==

Sextension = pathinfo ($tmp); Sextension =
strtolower (Sextension|['extension']) ;

if ( !'in array(Sext, Sexts) )
echo 'Bad extension';

else
if ( Serror == UPLOAD ERR OK && move uploaded file($tmp, S$name) )

echo 'Your file has been uploaded.';

else

}

else echo

echo

ech

o 'An error has been occurred,

'<br /><br />';

'Were you trying to trick us?';

file not uploaded.';

091V "17'n D2 D'¥aF NYMN TV P NIV a7 DTTYIimi , 0'OXVO DN

YNl [IYXRIN NRINN'ON

D'¥27N 190N) -0'¥2P 7W NINWN NIMd NI7yn? 710" 'wwn [NN'ON ,0nnv? AN X71,yxanny
X7) : UTN yalja 2mwal 09100 DX N1 - Form Manipulation n'' 21¥0 91X ,[27 720 XInw
(Yaction-n X NDWY

<form action="[file-url]" method="POST" enctype="multipart/form-data">

File #1: <input type="file" name="filel" /><br />
File #2: <input type="file" name="file2" /><br />
File #3: <input type="file" name="file3" /><br />
File #4: <input type="file" name="filed" /><br />
File #5: <input type="file" name="fileb" /><br />
File #6: <input type="file" name="file6" /><br />
File #7: <input type="file" name="file7" /><br />
File #8: <input type="file" name="file8" /><br />
File #9: <input type="file" name="filed9" /><br />
File #10: <input type="file" name="filelQ" /><br />

16
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NuNAna

NAR7170 71021 NXR7170 DAY N DYDY AYNYT 72'9010 X NIFMWORKR 1900 NIN'Z N'van N1NoY

X710 DAY - MIYWKRY XNAT

foreach ($_FILES as S$key => Sarray)
{
if ( $key == 4 ) // 0,1,2,3,4 = 5
break;

X170 710 - N XA

if ( count($_FILES) <= 5 )
{
foreach ($_FILES as S$array)

2129

.NNIYA NIDIYAL 0¥ NIR7VN 1112212 N2INA NIY'9INN NITIRI 7w 2NN 190021 'Myal N7 1NRN2
DAIYNN NPV TR X, DNIN 7Y D2IY D210 IXIIN7 D712 DY N1 N>V 722w 117 A1wn
qIN0Y 'K D7IY7Y KIN wnnwnnn (RINW 077 72) V7P NI7APAN NIdTYNL NIN'DA NAITAYD NI

1YY D'0NTIV0 TAIY VPN [PRY RTHTI NID'PN NIZ'TA Y¥A7 W' T'RNI WNANwnn 7y
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