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HEAD /index.php HTTP/1.1
Host: localhost

17 vI79' NnYwn

HTTP/1.1 200 OK

Date: Wed, 25 Nov 2009 15:15:48 GMT

Server: Apache/2.2.9 (Win32) DAV/2 mod ssl/2.2.9 OpenSSL/0.9.8h
mod autoindex color PHP/5.2.6

X-Powered-By: PHP/5.2.6

Content-Type: text/html
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HTTP/1.1 200 OK

Date: Wed, 25 Nov 2009 16:03:52 GMT

Server: Apache/2.2.3 (Debian) DAV/2 PHP/5.2.0-8+etchl3
X-Powered-By: PHP/5.2.0-8+etchl3

Connection: close

Content-Type: text/html; charset=UTF-8

N'D Y RID DMV 071*70 NXON LD D .2.2.3 X0, Apache NNWA NI Y9N DAY NIXYTZ N1
5.2.0-8+etch13 X'n N NI NAW PHP-n NXOYA D |'N1) X-Powered-By-n nTw '©% .Debian
.(nIX70N 7w NTAD1 NIND NNAVW 5.2.0 NRO1M)

HTTP Fingerprints
www.DigitalWhisper.co.il
2 2010 N 4 j1M'a




DM TIRNA YR DIN DK YO IS v W RESPONSE K'Y A'YIW MINNK XNAIT

HTTP/1.1 200 OK

Connection: keep-alive
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Server: Microsoft-IIS/6.0
X-Powered-By: ASP.NET
X-AspNet-Version: 2.0.50727
Content-Type: text/html
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OPTIONS / HTTP/1.1
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HTTP/1.1 200 OK

Date: Thu, 26 Nov 2009 08:44:31 GMT

Server: Apache/2.2.9 (Win32) DAV/2 mod ssl/2.2.9
OpenSSL/0.9.8hmod autoindex color PHP/5.2.6
Allow: GET,HEAD,POST,OPTIONS, TRACE
Content-Length: 0

Content-Type: httpd/unix-directory

D2 NN MWD LN NYNNWAw OPTIONS-1 HEAD NImmnnn Yin ' NiIX1? N1 Allow-n nTwa
NTINA) TRACE NTINNA NN NYN 90102 .NIZ7nm yT'n 72771 nitwY *122 POST-1 GET niminna
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Connection: close

Date: Thu, 26 Nov 2009 08:36:17 GMT

Server: Microsoft-IIS/6.0

X-Powered-By: ASP.NET

MS-Author-Via: DAV

Content-Length: 0

Accept-Ranges: none

DASL: <DAV:sql>

DAV: 1, 2

Public: OPTIONS, TRACE, GET, HEAD, DELETE, PUT, POST, COPY, MOVE,
MKCOL, PROPFIND, PROPPATCH, LOCK, UNLOCK, SEARCH

Allow: OPTIONS, TRACE, GET, HEAD, COPY, PROPFIND, SEARCH, LOCK, UNLOCK
Cache-Control: private
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PROPFIND / HTTP/1.1
Host: localhost
Content-Length: 0
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Date: Thu, 26 Nov 2009 10:08:57 GMT
Server: Microsoft-IIS/6.0
X-Powered-By: ASP.NET

Content-Type: text/xml
Content-Length: 747

<?xml version="1.0"?><a:multistatus xmlns:b="urn:uuid:c2£41010-65b3-
11d1-a29f-002a00c14882/" xmlns:c="xml:"
xmlns:a="DAV:"><a:response><a:href>http://localhost/</a:href><a:propsta
t><a:status>HTTP/1.1 200 OK</a:status><a:prop><a:getcontentlength
b:dt="int">0</a:getcontentlength><a:creationdate
b:dt="dateTime.tz">2009-11-
25T19:44:50.4467</a:creationdate><a:displayname>/</a:displayname><a:get
etag>"ele35cc076ecal:23a"</a:getetag><a:getlastmodified
b:dt="dateTime.rfcll1l23">Wed, 25 Nov 2009 19:44:50
GMT</a:getlastmodified><a:resourcetype><a:collection/></a:resourcetype>
<a:supportedlock/><a:ishidden
b:dt="boolean">0</a:ishidden><a:iscollection
b:dt="boolean">1</a:iscollection><a:getcontenttype/></a:prop></a:propst
at></a:response></a:multistatus>
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HTTP/1.1 501 Not Implemented
Content-Length: 0

Server: Microsoft-IIS/6.0
X-Powered-By: ASP.NET

Date: Thu, 26 Nov 2009 10:11:27 GMT
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HTTP/1.1 200 OK

Content-Length: 1433

Content-Type: text/html

Content-Location: http://localhost/iisstart.htm
Last-Modified: Fri, 21 Feb 2003 16:48:30 GMT
Accept-Ranges: bytes

ETag: "0c3110c9d9c21:23b"

Server: Microsoft-IIS/6.0

X-Powered-By: ASP.NET

Date: Thu, 26 Nov 2009 10:48:06 GMT
Connection: close

:DisableServerHeader 71y2a 1 2'¥n71 XN NN9N7 Nwa? AwWor n'n IS 5.0-n TV

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters

KA Yaln DR ITAN L Mvn T1IX'7 D'INX NNNNNS YR AT IT DNWOR IS 6.0-2

http://www.asp101.com/articles/wayne/pryingeyes/download/XMask.zip

(Yowindir%\system32\inetsrv :0lj'N2 INIX NAY ,ISAPI-7 DLL yaip n1)
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.Administrative Tools-2 NN2 DWI , MWD 7 71NN pwnn7 1010 e
.Internet Information Services (IIS) Manager-7 101> o
.Properties-2 N1'NAI DD7W MNXRN N'P'N 7V 7NNW IN9D Web Sites-2 o
.Add-2 NN ISAPI Filters-7 1010 e
Yaljn NX 100N Executable-a1 ."Server Header Remover" 1nd Inwn 1an" Filter name-2 o
DNTINY
%windir%\system32\inetsrv\XMask.dll

.0M9NN NX N20I Apply IXN7 e

alrie

HEAD / HTTP/1.0
Host: localhost

NN 727v naann

HTTP/1.1 200 OK

Content-Length: 1433

Content-Type: text/html

Content-Location: http://localhost/iisstart.htm
Last-Modified: Fri, 21 Feb 2003 16:48:30 GMT
Accept-Ranges: bytes

ETag: "0c3110c9d9c21:274"

X-Powered-By: ASP.NET

Date: Thu, 26 Nov 2009 11:39:08 GMT

Connection: close

.Server Banner-n NX 775 X7 RESPONSE-nw 17 m'w

2N ITINYT CTWON , 107'90 TIPa D1*MynnY
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.Administrative Tools-2 NN DWI MWD 7w 7100 pwnn? 1010
.Internet Information Services (IIS) Manager-7 101>

.Properties-2 N1'N2I DD7W NN N7 N 7Y YINNY NIMDD Web Sites-a
X-Powered-By: ASP.NET nX ITNI HTTP Headers-7 101> Dw
.0"M9NN NX Naol Apply 1xnY

NPT

HEAD / HTTP/1.0
Host: localhost

n'nn '71|7]U nalann

HTTP/1.1 200 OK

Content-Length: 1433

Content-Type: text/html

Content-Location: http://localhost/iisstart.htm
Last-Modified: Fri, 21 Feb 2003 16:48:30 GMT
Accept-Ranges: bytes

ETag: "0c3110c9d9c21:287"

Date: Thu, 26 Nov 2009 11:51:17 GMT

Connection: close

X-Powered-By Banner-n NX 775 X7 na RESPONSE-n 1'voyw 17 m'y

X-AspNet-Version-i1 n7a177

Y' M XIinw ASP-n NXRON'A NX 2170' DA Mwn DN 190N ,ANKNN N7'NN2 NINNAITA I'RIY 10D

X-AspNet-Version-nTwn "y
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| <httpRuntime enableVersionHeader="false" />

-YaI? NWAT IN ,N'WRIN NN Web.config-n Yalp'? <system.web> nann nnn

$windir$\Microsoft.NET\Framework\ [FWversion] \CONFIG\machine.config

2 'Tan? <httpRuntime> naann nnni

enableVersionHeader="false"

HTTP OPTIONS/TRACE Methods-2 r27%2nm 9102

ISAPI Filter Tiva wim'w Niwy? 72211 ,X7 17'RI NNWA TWOXRYT D'X¥YN X DITINNA 17°K yp? M2
:IXOn TN [N InIX ,URLScan bwa ,001191

http://download.microsoft.com/download/c/7/a/c7a411ed-1c0f-48c1-90e5-
6d3alca054cl/urlscan_v31 x86.msi

m X ,NY 71 2110 NTIAY7 a9117n yaan URLScan-n .NIWY INXY NN VIV XIN NMIPNNN INKRY
7TNnn N1 D' L URLscan.ini YaI7? 012'w 0NIXAN DR IN DNTANN DX 1N¥Y] YIAp7 nxny
NI 7Y

$windir$\system32\inetsrv\urslscan\

TTANY RTHY? W' NAD 91K ,NWN 7Y QWOXT7 MiIlyn RIN NITINA 17K yiape? D owl
,[AllowVerbs] :n'an? nnnn WWOKX7 ["1lyn XINY NITIMNAN DX 71 0007 TN UseAllowVerbs=1
INNAIT?

[AllowVerbs]
GET

POST

HEAD

NN NINY'RY 11'0 (120 ,0INX 0'DX7 DA URLScan-1 D'WNANWN L11a¥nY 01"'9NXNY% qon
AVI' RINY RIN ISAPI Filter-2 j1rvan .Cross Site Scripting-1 SQL Injection [12> NI9ZN2 D'X¥I91 DN
ISAPI Filter-nI NM"ion NITINNA AN DX NYYN OX DAY 7 ,IDS |'vnd Tponni 1S-0 nw 194
ISAPI -0 X N2Y' X7 DNY 190 'R 112 K7 D7 NITINNA win'y niviyn HTTP Nivpa -NIX Doin

.Filter
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:NTD HTTP RESPONSE 702 "Server Banner"-n nn'7w NX 7017 '1D2

HTTP/1.1 200 OK

Date: Thu, 26 Nov 2009 22:32:44 GMT

Server: Apache/2.2.9 (Win32) DAV/2 mod ssl/2.2.9
OpenSSL/0.9.8h mod autoindex color PHP/5.2.6
X-Powered-By: PHP/5.2.6

Content-Type: text/html

nTIN T 7V httpd.conf-2 mod_headers 7w Tmn nxX YWOX? W' N'UXY ,Apache 2.x NIXONAa
MW 197 nm7i0n

LoadModule headers module modules/mod headers.so

NI DX YaIpn 9102 9'01nY? W', [dn INKY

ServerTokens Prod

NP'TA VX1

HTTP/1.1 200 OK

Date: Thu, 26 Nov 2009 23:23:41 GMT
Server: Apache

X-Powered-By: PHP/5.2.6
Content-Length: 0

Content-Type: text/html

Apache v XIn Mwn D |"Ixn [TV X MWD 7¢ 0N'DD 77D IR DTN 'N2NY 17DINY 1D
N7 httpd.h-n 7@ Apn-Tipn IR TAIN7 XKD NN9D 71,0180 775 DTN JAm 'R NN
N2 NTIINY [N IENRN T .wTNNn 791771 INIR

http://www.temme.net/sander/api/httpd/httpd_8h-source.html
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197 IX (NAXNN 197 7IXAN DR N72apny AX2190) SERVER_BASEVERSION Dy 7nw?7 XIn [1rvan
:IND'7 NI197 "WON D'V1DY .ap_get_server_banner Dy pnwn NITya

http://nohn.net/blog/view/id/removing_apache_server_header

79n1n yalpn v 0ri'wn NX 171 Hex Editor n1tva httpd-n yalp X NIN9Y7 Xin qon |NNo
.01 TNX 791077 Ixn *7an

X-Powered-By-7 n7m17

NNIX 1'NONY7 122 .y Nwn PHP N0 IT'R NIXY'7 TWOR X-Powered-By-n NITya ,11'RIY 10D
:NMINNNN NIYWA 9'0InYI ,httpd.conf-n yai?'? nwa W' Response 701 y'a1n K7W D

| Header unset "X-Powered-By"

NIN 90N [INND .|> 197 NRT NIYYY? w' 0TIgn 9'voa mod_headers-n NX DNIWO'R K71 nTNA
V1271 php.ini-n yaip'? 01dnY

| expose php = Off

NPT

HTTP/1.1 200 OK

Date: Fri, 27 Nov 2009 00:33:56 GMT
Content-Length: 0

Content-Type: text/html

.PHP-n nX012%7 707 'K 0T Y700 NKT7 D NIR7 1701M

HTTP OPTIONS/TRACE Methods-2 7159057 9152

IX) mod_authz_host TN NX Y07 ¥' ,yAp 91K NN NMYA NITNA 17'82 viap? "M
MWD N7'NN2 N'A710n DTN T 7 (NIWTNN NIROYMA mod_access

| #LoadModule authz host module modules/mod authz host.so
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TraceEnable off

:405 ny Trace Request-7 2'an'7 NWY7 DNAN NXTN NIYN

HTTP/1.1 405 Method Not Allowed

Date: Fri, 27 Nov 2009 01:05:01 GMT

Vary: accept-language,accept-charset
Accept-Ranges: bytes

Content-Type: text/html; charset=is0o-8859-1
Content-Language: en

Content-Length: 961

2V .htaccess yaip 1ix'? 731 ,POST-1 GET-n yin v 2y niminnn 775 NX Dion? nx1a nTna
(T2 wimrwn 197 rewrite_module-n NX TWOKX7 W) XA TIPN DX 7'ONW WIIWA NN

<LimitExcept GET POST>
deny from all
</LimitExcept>

:HTTP OPTIONS REQUEST nn*™7w *T* 7u 2"1n |INN9N NX 21127 01

OPTIONS /index.php HTTP/1.1
Host: localhost

NTN NIpPN2 d ,naIand 403 D"71|7YJ 1INIXRY NXN] |DNI

HTTP/1.1 403 Forbidden

Date: Fri, 27 Nov 2009 01:35:24 GMT

Vary: accept-language,accept-charset
Accept-Ranges: bytes

Content-Type: text/html; charset=iso-8859-1
Content-Language: en

Content-Length: 1096
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.0NX Ninw nnn Cookies
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.NET Framework 7w nx'aw Timya Apache nw 7w 404-n

DMINQ X' 1IS-N MY -ONKR MMR NNY 79 0DNIXA Vo D'MIPAN DNINAN 770 N9YNN e
.Apache N 7w D™21TIN2 Nd>!MNI

.0D190 D' vti-bin/CGl *Y21ITM NI TN e
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