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Eegae D2

Eilter: | dns

Statistics Help
QlacesaT2IEE QA @B %%

= Expression.. Clear Apply

Mo, . Time Source

3 1
4 0.036372

Internet Protocol,
User Datagram pFDtDCEﬂ,

15 240
10.100.101.

Frame 3 (74 bytes on wire, 74 hbytes captured)

Ethernet II, Src: LiteonTe_28:ec:94 (00:22:5F:2B8:ecC: 0
Src: 192.168.2.102 (192.168.2.102)
Src Port: 62873 (62973), Dst

Destination Protocol
10.100.101.1
192.168.2.102

02
1

DHS . . 6 A
Ll
@8 Administrator: C:A\Windows\system32\cmd.exe [E=E =5

C:~>ipconfig ~flushdns
Mindows I[P Configuration
BSuccessfully flushed the DNS Resoluer Cache.
C:\>ping wwu.google.com

Pinging wwu.1.google.con [74 125,39 1661 wich 12 bytes of daca:
Reply from 74.125.3 :

BB EE

Domain MWame System gguery)

ITL 58

Transaction ID: OxShao)

questions: 1
Answer RRs: O
Authority RRs: 0
additional RrRs: 0O

# Flags: 0x0100 (standard guery)

[Reply
[Fing

hppro

(A

from 74.125.39. : bytes=32 time 162m.,

statistics for 74.125.39.106:

Packets: Sent = 4. Received = 4. Lost = Iﬂ

xinate round trip times in m con
inimum = 154ms, Maximum = 2@85ms. Average

TTL=58

£{@x loss>

o = 174ns

= queries
= www.google.com: Type 4, <lass IM
Mame: www.google. com
Type: A (Host address)
Cclass: IN (Ox0001)

0000 00 50 Fc £3 <5 77 00 22 SF 28& ec 04 08 00 45 00 .P...w." _(....
0010 00 3¢ 03 be 00 00 80 11 04 82 €O a8 02 66 03 64  .<eeeen. -unnn fod
0020 65 0L 5 fd 00 35 Q0 28 ad 4F L 001 01 00 00 01  Euvu.5.C Ouivvns
D020 0D 00 00 00 00 00 Q3 77 77 77 06 67 6F 6F 67 BC  ....... W ww. googl
0040 65 03 63 6F 6 00 00 OL e, com

Query Class (dns.qu.class), 2 bytes Packets: 14 Displayed: 2 Marked: 0 Dropped: 0 Profile: Default
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IP-n NAIND NN YN XK TAXK YVTU721,0012 YWPNT7 nwn ning Npi? ,DNS-n MY ,7'a0 axna
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A2V 11210 X7 AT 7192 NI7IYO 190N Y¥A QPINN OX X .'1D'0 T NI 'R

NINAT 12 Y¥a? QpInn 7y

-IT nopnn "y ,qpnimn DNS-n nw "7un" X¥nan DNS-n Nw 72y NIN'W Ny'In Nopnn - e
AP AT DYDY )21L,INIR ORNY IR ,7'907

NYY? DNA7 721,707 "1vn XN NNIR NAINDY ,97ninn DNS-N MY 7¢ "2'ORN 7INUN e
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1720 MNP N7w DNS-N MY 730) wina Qpinn 7y 7'y nn -0'1v 1D oon Ni?Dnn
(7712 TNX ID wM7 "1>'on >

Brute yix:1) n1vw ID-n 190N NNY7W 722w 7D ,N7W1IM NNK NIYN 72U N'ONN NNYY e
.(ID-n 1%0n 7¥ "MLy win1 — Force
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NOPNNN [9IX 7W NINITE NNNANYT ,N9pPNNN 7w 'MNdo LIN'D

[Zombies / BotNets / Etc | 2.2.2.2 1.1.1.1

Faked Bank Real Bank
Site Site

| Real.Bank.Site=2.2.2.2: 1D = 3425 |

Real.Bank.Site=2.2.2.2: 1D = 3426

| Real.Bank.Site=2.2.2.2: 1D = 3427 |

| Zombies / BotNets / Etc |
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IP-n Nnam> nn (DNS1) 17w DNS-N MW NX 7RIV (Bank Client) 7220 NIpY - IR QAW e
I7 yiT X7w Transaction ID-2 wnnwn Xin ,Real.Bank.Site 7w

.DNS2 MY NX 7RUNN RIN P2AIYNTAYTNN VA R XN D D20 DNSI DWW -nw iy e

nwY (DDoS) NN'w Ny In Nopnn yxani ,0xanit oran (Attacker) qpinn - 'w'w A e
.DNS1 nx mw7? 221" X7 NInW 121 DNS2

Dy DNS1 7y Brute-Force Nopnn yxani ,0fanit Ty 0'an (Attacker) qpinn -y a1y e
7 N'MMKRN IMaMmd a7 and yTn Nivon nwnn DNS2-n (ni19vitn) nniwn
N¥N1 TWK 120 7W nRN DX - Faked.Bank.Site 7w IP-n N2Ind%7 ninoni Real.Bank.Site
.(Attacker) Qpinn 7w miwna

NN 78wnY% O 12 wnnwn DNS1 nhww ID-n WY Brute-Force y¥a% arn qpinn
NONNN NN Y¥A7 N'7x' NI -'TIO 190N INIX DX NI7A% N7y Xin oX i ,DNS2
.an7¥na

N7'ON NIAIYNNN NNKX L,qPINN 7Y DANITNN DAY 978 7270 DNS1 MWW - 'wmn A e
[PX NYRAN D NN KIN 271 ,DNS2 NX IRYUNYT "TO2 wnNwn KIN 1aY 'TIoN ID-N 190N NX
.(Bank Client) 7220 NI777 NaIwNN NX Nawnl !X Ipnn 072pnn

nnn x¥nv (Faked.Bank.Site) nkNn ANXY 0101 (Bank Client) 7120 Nig7 - 'w'w 21w e
1019 NX 00N LI7Y 712N 7Y MIAN MNK2 KXY DX KIN D NNIN2 QpInn 7w mion
TAIY X7 2220 ANK NI7PN 2pY D ARAY IWTIN 7apnl,(Username:Password) ninannnn
.(vaIp gEmny nyTIN 79 IX)

120 NIR? 7w nNannnn '019 NX N7 (Faked.Bank.Site) nkMNN MNXR - wnaw A e
.(Attacker) qjin" (Bank Client)

'1019 NX 0'1Dn ,(Real.Bank.Site) 7120 7w Mipnn ANX? "ANNN Qpmn - 2w QYWY e
7220 N7 9w 1900 75 NX 1'avnl (Faked.Bank.Site) 17w NN MNRN 72'7 XINW [12WNN
Y2 TIo [1awn?
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