nN1'VO NIV'Y — D'OINY

(cp77fkdr) 78007 7'9X NXN

ANID T¥N O'UMIPN O'RYIN TR ,[A017-2WNN 7Y 0NXY DX YN 0'N7¥n NY2im IX oY TNXY7
NNLVN TAXR T¥N .0N'IN 2ANID T¥N tradeoff D" XD .yYN' ON'IN N2 XN DYD7 AIXKT? X'D ON'IN
2V QW1 AW YN 0NN AIRT? NI 720 NI NIFOPOX DDOYTA WNNWAT7 X' 0NN AnD
X DN IR 7V MyY Ny oning 0NN 10907 NP NYR 2N Wnnwny D ,auwnnn

.N7AN' KINW '1D'0N 772 )2 - N7Y9NN N>WNA 0MAT MNP MYN ONYINY 73D Y Tyn Aani

DNA7 *TOa D'wNNYN DW72INnl D'ON'IN DAY ,"NIar7imou” IX ,0'DT 190N IR0l AT NN
[N NIX NI7IY91 DT IR0 0N .WNNWAN NY'T 220 Dnxy NN [IY0V7 wnnwn?/n>wn?
ANI' NVAIRNA NI'NY DAWNNY? DNAY7 'O ,17K 0T D'YNANWAN D'0N' T TTMNNY? 12 y¥aY

.DMI'KN 19N

Startup

.Startup N'P'MA WIN'W X'NAWNNN NV DY NN N7U907 AN NY2INN DA NVIYON TN
Yalz nooin "y NNYO Ny IXN'Y NIDIN VIAR? wnnwn? nawoxn Windows n72y9nn Ndvn

Startup n'ma (17X 0T IXR IX) NDIMN 7Y n72vonn

NIN N'P'Mn 7w DIpmn Windows XP-2

C:\Documents and Settings\[User]\Start Menu\Programs

XNID DN Y nnipm Vista noynal

C:\Users\ [User] \AppData\Roaming\Microsoft\Windows\Start Menu\Programs

.N7UN NDWNNY INX? YA n7Y90N NN W nn1'wo nm 7"1n 2'p'na opimnn yaipe '»

TIX7 N2 D'UNNWN TWN D'W7IN IR 0'0N'1 RI¥XNT [N X71 BYNDI Q0 1R IT NN WIN'Yn 01D
nNN opmnn "Program Files"-n V"MdN1 yY'OIM DYP'NN PIN LN WIN'Y NXY TINNA 77 - DN1'WO
JXImnn wnnwun? qx Tikn vl "Start"-n 0"1oN
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System Configuration Loading Files

iNi-N 'YAPI NHYRD Y27 190N WIN'Y X'D D'UNNYN DIX'N0E D'0N' N |"¥IYW NNAN NL'WUN
Ny Y¥a7 n7U900 NOWN WY NITIEO IX D'¥Ap 07710 n7R 0'¥ap nwnnwn Windows nna
JUNIVIX [9INA D'RIPIN D'¥AZN NINY .AN*7Y

$homedrive%\Autoexec.bat
$homedrive$\Config.sys
$windirs\Win.ini
$windir$\Wininit.ini
$windir$\System.ini

.N7¥9NN NdYN NIPNIN 12 DN INT %homedrive% e
.(C:\Windows 3"T12) n2yonn Ndyn n"IXxn N2 nNoon IT %windir% e

AWONI ,Startup N'ID01 WIN'Y TWUNXN D'YXINAN AUNnn 'wnnwny MmN e nyp oyn It nL'Y
.02 D'YNNYNN D'oN'l KIXNY N1 X7 01D OX ,0Y' 0'ON'IA N YINn'y NIXnY

:Config.sys-1 Autoexec.bat n'¥xapa win'y

NIYP™OR YyN? DN7 0Ma7 1O .0"7"0 nNxx '¥ap on Config.sys-1 Autoexec.bat n'xapn v
WIM'Y? XnaiT .Call nRMpn NTIR9] WNNWn'? N"WoR

|Call $Stemp$\virus.exe

LMmiT 98 1120 ,XP-n NYN N>IYNA 71 WNNwn? [N 0¥ IR

NISOIN IX D™11'W7 N7R D'¥2P N'MSIPN 21007 [N 17X 0¥ D'RYNIN D'ON'NA 2IANNYT NN 7y
JITvN
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.Wininit.ini-l Win.ini D'¥ap2 vin'vy

nnn .(Labels) nrrun T 2y opINn 178 D'¥ap .ini '¥ap DN win.ini, Wininit.ini 0'¥apn
INQN 91X ,NN"7Y DY N7V9NN NDWN MT 7Y NIRIZIY NN NIRYNY [Windows]

[windows]
LOAD=%temp%\virus.exe

‘X2N [9IXKA IR

[windows]
RUN=%temp%\virus.exe

DN NIPNN INXK7 DNN'YIE NNTAN (Y07 T2 Wininit.ini yaI72 win'y nyxan 0'xapn nd>wn
.MPNNN NYA [IY07 071! X7 NDIWNNY NINTANI 0¥ - N7V90n

72 ,Wininit.BAK-7 T INIX MWN X'N Wininit.ini-2 0"7n TN DX [VON 27V9NN NN NKY
D"PN PINN 7Y AXIN DIY Y¥aN X7 271 "Wininit.ini" Y2 Diw X¥xnn X7 NOwnn nkan Dysay
2

.System.ini-yalpa win'vy

noyn ¢ N1'PN N7Y5n7 0Nl DNAMT IY0UY? oA 7M1N yalpa nwnnun D0YYapn ndyn
win'wnl ,"[386enh]" :XIN DN2"TN DYV 1MMNAY label-Ni,ini YA DA XN MXY yaipn ,n7vonn
.DMTIEN ini-N '¥apa YNty 1nd 21T NN 2

NnNnianal apyn

DWA (U IV N7Y9NN NdYNY 19'010 VSI0NP™ 7"1N D'¥APN DY 1TIONI N1 91X TIAYY? DA
2 D7IAn XNl "System Configuration Editor"

$windir%\System32\sysedit.exe

D'TIYN D"12'Y DN INKT1DAXNY D'¥27N 72 IN NINNA 217 1D 701 wnnwn? T1Wor
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Startup Regedit Values

I'OXN 27ND .NNN0I TINA NN 121N NIV (registry editor) N7w9nn Ndwn 7w DIwN 1Y
NMNANNN ,N7U9NN N2IYN NIWO [12D DYIN'K ,D'WIN'K 190N N2 D'¥A7 NI'WO 7Y 'KINK DA KIN
USB-n nN'x'™? USB |7Nn 11N - 1A D™MIX'A D' X1 ,0MI0N 2127 101D ,0MIoN wnnwn

.02 D'RYI TIVI D™7IPIVN9] WIN'Y ,AwNnd

DIDIN 7Y N'ONIVIX N7Y9N7 D'WAIN DDV VYN A'X)

:N'7U9nN N2wn N1

AN niangn D'N'WY7 12 D'YNNYNA D'ON'IY NN9AN 72X INT

HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

.N7V5NN Nd>Wn N1'WL Nya [YU' 7"10 NN9NRN NNN Y9Iy W 7D

@ Registry Editor - - 2 Trewe = o E@g
File Edit “iew Favorites Help |
MetCache || Mame Type Data
QEMInformation gﬂ(DefauIt) REG_S7 (value not set)
got?fnalLa ot 3_!’]{022Be555-4f9c-4e35-a3ec-b1093192b4c2} REG_SZ Ci\Prograrm Files\GooglehGn
P i E_E’JAdobe Reader Speed Launcher REG_SZ "C\Program Files\AdobetRe
. Parental Controls
» - PhotaPropertyHandler ab| Ctriviol REG_5Z Cih\Prograrm Fll.es\Lau.nch Mz
b - PrPSysprep ab| GrooveMaonitor REG_SZ "CivProgram FileshMicrosoft
1 Policies fﬂHotKeysCmds REG_SZ Cindows\systern32hkry
: PreviewHandlers f_ﬂlgfxTray REG_5Z Cvindowestsystern32highie
.|| ProfileMotification ab|ISUSScheduler REG_SZ "C\Program Files\Comman
| PropertySysterm f_ﬂLaunchAp REG_SZ Cih\Program FilesiLaunch ME‘
s L QfePalicyDefinitions E_E’JMicrosoft Farefront Client Security Antimalaare Service  REG_SZ "c\Program Files\Microsoft
! Reliability f_!ﬂpersistence REG_SZ Cihindowshsysterm32Nighp
o}, RenarneFiles E_E’JRtHD‘u"CpI REG_SZ RtHDW Cpl.exe
. Run fﬂSunJavaUpdateSched REG_SZ "CivProgram FileshJavaijreft
. RunOnce 26| SynTPEnh REG_SZ ChPrograrm Files\Synapticsy]
Setup ab]viyatcherHelper REG_SF "C\Prograrn Files\Sierra Win
SharedDLLs ab]ybutton REG_SZ Ci\Pragram Files\Launch Mz
«[i Shell Bxtensians || 28] iéindews Defender REGEXPAND_SZ  %ProgramFiles¥Windows [
ShellCompatibility ‘E‘
ShellServiceObjectDelayload
. Sidebar
SideBySide
e SMDER
bl S
. Etilllmage
b Synchgr
e - :

ComputeHKEY_LOCAL_MACHINENSOFTWARE Y Microsofth\Windowsh Currentiersion' Run
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M2wun% "add"-annn oy "Reg" T2 WNNwn NT NNO9NY7 XY NX 9'0InY [*a1ynn ont

Reg add HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v
Virus /d %temp%\virus.exe

AWR "%temp\virus.exe"-yn? W'Y yaipn Dipm DX 7900 "Virus" owa W TV 9'oIm nTipon
.N7Y5NN Nd>IYn N1'WL Nya nyo 2 o'

,"explorer.exe” IN "svchosts.exe"-[IAD D'TIYN NIND NINWA IYNANYW' D'7'TA IXYI D'ON'IY |2IND
DXN M7 (YN Nowwnn INIR yalzn DIp'a) Data-7 012N Wn nn 2ITa? TINA 21wn Y
N7 IX D7W90N Ndwn7 1w PR 7M1n yarpn

,(DMNN 212) ANT N7IY9 X ,NIND YI9) DN WIN'WN ,DIYNN IV 27K NINN9N TIY DMy
;DN NINNONN

HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce

HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices
HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce\Setup

X2 NNONA Da D'y ,XP-n7y9nn nd>wna

HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnceEx

D'N2N D'DYN L,N7Y9NN NDWWN N1'WO Ny o' 710 NINNOSNN NN INZIn' QWX 0DWN ‘D
(NTIPON DX I¥N FMNN YNNWNN) '9'¥50 UNNvN N1'WL Nya 7 1yo!

HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run

HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\RunOnce

HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\RunServices
HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce

AWK ,NNT |91IX2 2MNNN NNoN ' ,Server2003-1 NT, XP-n7y9nn NIdDIyYN NNN DIYAN NIyl
NIN NN9NN ,WNNWNN NIIXN NYARY? WWIZNN userinit.exe yalzn DX [IVO7 IT'PON

HKEY LOCAL MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon
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Yalpn 7w Dipmin X7 (7'09 ) ", D'9'0m TINA VIYD  NRIYW NIXR7OX INTTYVA [IY0Y7 Al
INQAIT? ,[IY0Y7 121¥02W D'¥R'79RN 7W DIZ'n NI 12 0'9'0INI userinit.exe

$windir%\system32\userinit.exe, $tempsvirus.exe

NN'YA M7 0710 DR TN D'¥APEN NDWN DD TV YI'YY NINN9ANN 0DIYN 7D N1'WL INKY
"Startup” YXINN NNN XIXN?7 qWOXR 7" Nn'wan DR ,NDwnn 710 7 9pn% r1Da naTion

:Msconfig.exe N'¥j"79X2

B} System Configuration

| General | Boot | Services | Startup | Tocls

Startup [tem
] WinZip
V] Adobe Systems, Inc, Ad...
V] ISUSPM Startup
DAEMON Tools Like
o | Windows Defender
/| GrooveMonikar Utility

V]| HD Audsa Contral Panel

(1 e Ty W Ty ey

+

/] Initel(R) Common User In...
/] Inbel(R) Common User In,..
/] Intel(R) Common User In,..

o]
Manufacturer Command Le =
WINZip Comput,..  CHiPROGRA~1|WINZip|\WZQKPICK, EXE C
Adobe System.,. CIA\PROGRA~INWCOMMON~11Adobe\CALIBR~,,, C L
Linkriowen “C:\Program Files\Common Files\installShieldl,.. H~
DT Soft Ltd “Ci\Program Files\DAEMON Tools Liteldaemon,.. H-—
Microsoft Corp...  %ProgramFiles3eiwindows DefenderiMsasc,.. H
Microsoft Corp...  “C:\Program Files\Microsoft Office\Officel21G... H
Intel Corporation  C:hWindowsisystem32iigfxtray . exe HI
Inkel Corporation  C:\Windows|systemn32ihkcmd. exe Hi
Intel Corporation  C:\Windows|system32\ighxpers.exe H
Realtek Semico,.. REHDVWCpl. exe H
Toimemmbiss Teas il P e mms, Bl S sm mmbia b S o T S o TS =l L
1 b
[ Enable al | | Disable al
[ ok [ cacel | [ awpy |[ neb

34
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Autorun Auto&Play

19Y7 151 0'7X¥IN "D'Trnn” 0'oNtl 0'W7IN AWK 0OV NINNSA 150N TIY 701N DIYAN 1Y
IR ,07I0N YNNwn NNANNN IX N7¥90N NdIYNn N2y Ny 01y0l X7 N8 0D 0NN IR DX
"n1pn” NI7wo 2y mw r12a proonn 0Myd 7w 11 1901 0'RPNNN DYINR 070N N7R 0D

XNAIT? ,NY7IMn NIk v

YUNNWNN N0 MIXN AR "It DiwAn v (N 17'9X) 13 72 I8 USB [7nn No1dn nya
[IN22'0 YIX ,NII7NN 10 NITYA 21DN NN'M9 ,Media-n 217 yT'nn N1'WO) IMIX NIN9Y7 151 1N
YT DIYAN Y - [7NNN INIR IR J2AN ynnwnny axkan oyoa a1, ('1D1 WinSyne-n ntva
nowwn "wim'wn nn" R 7N wnnwnn 2y 9pn%7 )31 yxa? aive IrR noyn? Tan?

SAutorun-NX01 NRT N71V9 ,n"7W9nn

INXIN N'YUN MIXN "NDT" 72V 'RINKRD NN9NN

HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoint
s2

120 ,1PNn INIX? DY TIN DT DINY DY NINNSA-NN 7011 DIYN 7MY ,NT NNS5N NNN

{2328b3aa-6ac0-11de-a506-005056c00008}
{5d9%p903b-4541-11de-a337-002186d01bb3}
{9916dd74-653d-11de-b8be-002186d01bb3}
{ae%9a98c3-3f2b-11de-ae4c-002186d01bb3}

DIPNN 7V O'RINK TR NINNSA 7¢ 0DV DwN D'ON'l ,NMIY [PNn 72V 'RINX NNonn '
.D'N'YUPN DDIIDN 7V NRIY NIX'NN IR ,0N7V90N NN 11D [1ad ,0'01NIT

Shell :Dwa NNON-NN NNBNY q'OINY W' ,IT N'¥jAI9] WNNWNT ' TI]

Autoplay IX Autorun :Dwa NNON-NN 12l ,"Autorun” :data-n Dy

Command :0wa NNon-nN Ty 121 ,"Auto&Play" :data-n oy

2PN MIX? N0'D NYA [IYO7 W' DNIX D¥7Y79RN DIP'A DX 9'oInY? W' (Default)-n 11va Al
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‘X2n |9IX2 NIXINT NN 9100 WXINN

& Registry Editor (el
File  Edit Wiew Favorites Help
b FileExts * || Marne Type Data
o o LowRegistry fﬂ(DefauIt) REG_SZ Hetermphwirus,exe
o L MenuQrder
- 1 Modules
4 MountPoints2
4 {2328b3aa-facl-11de-a506-005056c00008}
a4 shell

4. Butarun
----- . command Lo
----- J {488e3727-38a0-11de-ad53- 806666963}
< L0 {488e3723-38a0-11de-ad53-806e6fief963]
s [4d2fdcda-52c7-11de-adB0-002186d01bb3}
- 10 {5d9b903b-4541-11de-a337-002186d01bb3}
) {6f1FT62c-670f-11de-Bcc2-005056c00008}
J {778d521d-38af-11de-94f6-B06ebfie G963} i

Computer\HKEY_CURRENT_USERSoftware'\MicrosofthWindows\CurrentVersion'\ExplorerihMountPoints24{2328b3aa-facl-11de-3506-005056c00008 PshelNAutoruntcommand

[21DN 7Y D'MYD NX'NT NYNYn N0t D X7 awn .oNn yN' C 2107 wnnwn Y nod 701 ,7)d
"-1 ' N9 NX'N? MV XNAIT? ,0NMN 7w N¥INY DNAN X7 1NK T2 0D 7D 7w awnna 'Ct
0NN 7w ¥ nnan X7 "C:\"-7 owi Run-7 nwn Start-7 n0'1) IX "explore

TINT NAI712000 WNNWN? D20 072N 00N 71,971 [9IXA Nt 1'Y'9N NIK 7027 T 'R
-1 0'MUEn NINN9AN 72 DR ZNINY DHXX YA XY DT NIYY? QWONY an TN DK
TYUN Y'Y DY 701 ,|9IX 722,071y NDWNNY DY 751 INIX [1YV7 Nd>wnnn wipa?l Mountpoint2
DIY"N DX NX7 )21 ,NRT DTIRI DMYpn NINNSNY N377 ymin -p'tm Ny Yan avnnng

ion
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AUTORUN.INF

A'¥'D TV KINEL,NRIZN 7w Dxapn novn My nonMw nfai7100 Ty 0'7xan 0w7ini nron
D'¥27N Ndwn ,Aawnn? USB [N DNANNY yaiaw XN [I'van ,Auto&Play-n X 7vonny
X7 0T X ,+H +S +R 1"9xn Dy N0 KIN 21%7) Autorun.inf Dwa yaip 17w wiiwn nYp'Na nwsnn

NN INIX? ON'NN D'¥AZN DDA DAY TN 1wl 710 yalpar ('nn

:AutoPlay-n UM9N 7Y ITIPONI INNIXN 2V 'RINK YAz

Mixed content options

Flay
using Windows Media Player

Import pictures

E@J_'IJ using Windows

] View pictures
:!1 using Windows

General options

Open folder to view files
using Windows Explorer

“-’-)".:i Speed up my system

using Windows ReadyBoost

Set AutoPlay defaults in Control Panel

:Autorun.inf yaI? XnaIT ,ini '¥aj 121N [9IXA '3 YaIPN N1an

[autorun]

open=virus.exe

icon=folder.ico

label="0Open folder to view files"
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,0'¥272 NTOX7 NNWOK 12 010171 ,Autoplay-n UMI9N NX [IYV7 D'¥APN NOIWNT? T2A' XA PINN
wnnunnw N1 ,"Open folder to view files"-17"7 2IM> NN Nn DA [21MD1,V'91° IR DTN Va7
AIX'7 XM X7 0NN ANDIENPRA LY (virus.exe) 0NN — "D'¥apa nvox” 7w NNWOKN 7y yn'?
YUNNUNNI NP7N NN N71V9NY T2 0'¥a72 n'oX7 USB-n 21D NX NINDY DA 01N'I7 T NIN TYN

.0"'wY 27 0w DI N

npnn 727 ,Autoplay-n V95N WNANWN? nWONN NdwnNn yvinh ¢ NIXT NNWOKR 70127 D2
2"y NNT Yy¥a7 WWON .('1DI SMARTCARD ,USB ,FLOOPY ,CD 7710) n'¥apn

:Vista-a
.D1pNNN 707 "Take no action” N'na owi ,"Autoplay"-7 N0 nwi "Control Panel"-7 no'1d

(e
@Qv“ﬂ » Control Panel » AutoPlay - |¢'~}| | Search R |

Eile  Edit Miew Tools Help

Choose what happens when you insert each type of media or device @
[¥] Use AutoPlay for all media and devices

Media

& Audio CD

’Q Take no action VI

&< Enhanced audio CD

’Q Take no action VI

L & DvD movie

’Q Take no action v]
& Enhanced DVD maovie

[0 Take ho action v]

Software and games

@ Take no action VI
|| Pictures

’Q Take no action VI
[E| Video files

’Q Take no action v]
| 4| Audio files

[ Save ] [ LCancel

XP-2

W' Y'oIny 0N9N] ,"Properties”-2 NN W1 AD 7Y ' WMo owi "My computer-7 n0'D
TNI "Select an Action to perform" nx [n0%7 w' "Actions” n'unn nnn ,"AutoPlay” yxina 11n1%
701 1'wdyn NfNDRN NIXNN DX ap "OK" ™1 "Apply" 7y nx'n% ."Take no action" Nx 11N1Y
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-N VMI5N NIX 117 Y9707 D'¥APN NDIWNN YINN DINIX 12A¥NW n71Y90 I oy'oon X7 n7x 0w
75 LAutorun.inf-n yalz NX ynn71 ANX? nmn o yin X7 X0 73N N9 210 ntw AutoPlay
YN TV 0NN 7R - Yol K7 0M9NnY

D'77 D'1'Y 0'1ON7 W' IRXIN X'NW Autorun.inf-n '¥ap 72 NX Yn? D'¥aPN NdwnNn yin "Ml
:N2N NN9NY LINT W' ,DIYIN NIY7? DNOIY INXRT7 .N7W9NN DD 7w DIYN Iy

HKEY_LOCAL_MACHINE\SOFTWARE\Mi crosoft\Windows
NT\CurrentVersion\IniFileMapping\Autorun.inf

ANIR XY W -0z X7 "Autorun.inf' nnonn-NN DX
IN2N WD DX 7R 0007 W DN NKY

@="@SYS:DoesNotExist"

Autorun.inf-n '¥yap NX INX7 NOIN X7 O'¥AEN NdYN L,N7YN N7U9NN NOIYNY NXAN DY9NN
.AWNNY NN AWK D2Pnnn ‘D

@’ReglslryEdltDr -— . - ’ ’ . E@é’
File Edit Wiew Faworites Help
: FontDPL || MName Type Data
o Fontlink o (Defauly  REGST =" @SS DaeshatExst"
Fonthapper
. Fonts

« 1 FontSubstitutes
GRE_Initialize
L ICm
. Image File Execution Optians
4 IniFileMapping
Ll Autorun.inf
controlini
-1\ KeyboardLayout.ini
<Ly regedtd.ini
systerm.ini
o wvinini

Compute\HKEY_LOCAL_MACHINEYSOFTWARE WM icrosofty\Wind ows NT Cutrentersion\IniFileMapping\Autorun.inf

System Services

X'D WK "D 2V 2V Niooian AMMIMNYOKRNA 21 19011 L,M71TIN 91X D' N7V9NN Ndwn
D2I'9'N IN D'2'D17 YA NN'YW NNY IX 7m7 0'RINKRND 0'niw* 0N ("Services") 17X D'MIN'Y .nxn
N>IWNN Y1 0¥ 17X 0D L1570 A 2D Lwny A Nv 1) Ywn? ind 090
MN'Y DY TN DNXY DX [IYOY7 T2 AT '9IX 0'MY9Y7 0'7¥IN 0'W2INI 00N .|'V'7 D'RI] K71 LYNDI

.N71Y NDIWNNY DY 751 YU’ DNY AIRT? )21 ,N0WNN

DIY"N NX 117 19'0I0 VOIONPM ,N7WONN NdYN DY TN DWLI D'NN'Y 17'K NIKTY ']
.C:\Windows\System32 :2 njpmnn Services.msc
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:NNONN NNN ,0IYAN YN 7"10 nn'wan DR DRI Div'n

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\ |

‘X2N |9IX2 ' NN95nNn N1an

ErrorControl [REG SZ]
ImagePath [REG_DWORD]
ObjectName [REG _EXPAND SZ]
Start [REG_DWORD]
Type [REG_DWORD]

Y07 W NIK DIY'D 79 DIpMN DX NIY — ImagePath o

D'MN'YWN 70102 VD1 TWWUR NN 7W 1INy DX NIYW — ObjectName o
('IP1 nd>wnn N1'YL NYa L7010 ,N'0NIVIX ,NITY) NXNIN AI0 — Start e
("o A 72a0) nikawn nn — Error e

@‘ Registry Editor

= | ] ||

File Edit Wiew Faworites Help

<L usbvideo

>

UxSms

bl s
. vga

Wigalave
viaagp
WiaCy
wiaide

. Wirus
. WhASuthdService

wrnci

bl wnkbd

s . wImm

b Ll WhMnetAdapter

bl VMnetBridge @

WhAnetDHCR

o WhAnetuserif

Whware

<

n | 3

Hame

ab] (D efault)
fﬂ-ﬂErrorControl
Qﬂlmagepath
SP]ObJectName
74 start

2] Type

Type

REG_SZ
REG_DWORD
REG_EXPAND_SZ
REG_SZ
REG_DWORD
REG_DWORD

Data

fvalue not set)
0x00000001 (1)
FoternpiEhuirus.exe
LocalSystern
0x00000002 (2)
000000010 (16}

Computet\HKEY_LOCAL_MACHINMELSYSTEMY CurrentControlSeth Service stWirus

AwoNNn "SC.exe" DWA |UR 7D TIY 19'0IN VSIONEZ'M X ,"1T' [DIXA NN'YN DX 9'0IN7 NNYON W

wUNNUN? ' n755nn NDWWN? NN'Y q'oIn? 101 7'V 7T 9IX2 DN'Y 7w np'nnl ND0IN y¥a?
((NTPON MY OT) Kan 91K 0]

sc.exe create "Virus" binPath= "%temp%\virus.exe" start= "auto"

.%temp%\virus.exe yal7n DA YII' N7V90N NdWN 7Y N1 701 ,1'wdyn
IN2N |9INA 701 WNNWN? ' NN pinnt *a
7 9 71nnY

sc.exe delete

"Virus"

IN DN "D 9 Niny ,010n NIND N¥PZ NINYA DAYY7 1K' 0'0N' 217 D IdT? W' -AIvI
.0'7p 0"1'Y Dy D'N'AR D'NN'Y/DNpA
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[ C. Services ~— = | B | G
Eile  Action Miew Help
e EDE=zHE »8np
i Services (Local) || Name Description Status Startup Type  Log On &s i
S Wirtual Disk Provides management services for disks, wolu... Manual Local Systern
i Autornatic Loca erm
S Whware Agent Ser... Wivbnare Agent Service tanual Local System
S Whaware Authoriza,., Authorization and authentication service for st Started Automatic Local Systern
S WhAware DHCP Ser., DHCP service for wirtual netuorks Started Automatic Local Systern
S Whlware NAT Sere.,. Metwork address translation for virtual networks  Started Autornatic Local System
SaVolume Shadow C... Manages and implerments Volume Shadow Co.. Manual Local Systern
S WebClient Enables Windows-based programs to create, a..  Started Automatic Local Service
S Windows Audio Manages audio for Windows-based programs, .. Started Autornatic Local Service
Lo Windows Audio B, Manages audio dewvices for the Windows &udi,..  Started Automatic Local Systern
S Windows Backup Provides Windows Backup and Restore capabil... Manual Local Systern
S Windows CardSpa., Securely enables the creation, management, a.., Manual Local System
Lo Windows Color Sy, The WesPlugInService service hosts third-party.. Manual Local Service
SaWindows Connect.,, Act as a Registrar, issues nebwork credential to . Manual Local Service
S Windowes Defender  Scan your cornputer for unwanted software, sc.. Autornatic Local System I
SaWindows Driver Fo. Manages user-mode driver host processes Started Automatic Local Systern E
L Windows Error Re.. Allows errors to be reported wehen programs sk, Started Automatic Local System =
S Windowes Bvent C... This service manages persistent subscriptions £, Manual Metwork Service
SaWindows Event Log  This service manages events and event logs, It ... Started Automatic Local Service
o Mindowes Firewall  Windowes Firewsall helos nrotect wour combuter.,.,  Started Autarnatic Local Service S
ExtendecT)\Standard/

Image File Execution Options

NN AWONN 7"IN 2 (101 wim'y 07NN 0fann 'y 210 210 7N WX Y Ty e
API Hooking [120 NIV'w2 wNNWN7 *720n NRTI D'I0N YAl N¥IN 72V NXRM NIVTNYN y¥a? 0w7imnn
1Y 7n1n DNIX Image File Execution Options-2 0N '1'w ™" 07X Binary Code Injection IX

.01Ivnn

X2n NN 0"y ,DIvAn Na

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image
File Execution Options

-INIX YINT7 XY WM Dyo 72w D ,Msconfig.exe yalpn v "nionwn" yxa? wunt nx1 ox
DIYMIN NIV 9ron ,Calc.exe N - N7W NY7INN NX YN ,Msconfig-n X Y07 Dizna ,nd>wnin
n'n' N0y ,"Debugger" nwa (String Type) Nrnnn 1IxA 1DINAI L, "msconfig.exe” nwa nnon

117w ny7Inn 7w nipan

$windir$\system32\calc.exe

-n7w NY7INn yNn migna (KInW 91X 72) Msconfig-n IR 7'w9' Inwmw Dy 701 ,1'wdyn
.Calc.exe
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ITAIn Notepad 7wn% -yalp 7w n'"ion 10 Y1n? NTamw nirim "paamn" un? ox ,on N
DNIPNAI XN X7 N7RN 0'¥270 ,0°%]7 DNIR DX 1XYW 0DYO 751 — ".ixt" nnrro *ya o'¥ap ynnY?
119w ny7Imn ynn

Cmd ,Notepad ,Msconfig ,Taskmgr-n NX p'va "paTa?" "2 1T NIdNA D'wNnwn D'oin'l
JINIT NI

%2-11 %1-2 D"'PY YN IX NI D2 DN DN7YW DXIN 722w DT [DIXA 12101 WX DW7IN D!
ny7imn oa ,1.txt NX yn? nx1a1,Notepad.exe NX "'am" oXw D -N7Xd 0Mpn 71ava prrm
JIUAIN NINSD NI 07 AwoNnl N7 "NIopw?” qrom 12T 1L, Y2l7n IR DA YN 17w

=R ==

DN )0 L17R 0T DA77 AWN P71,97IN0 AT 170n2 NI7TAE NIYTA 27 0NN N1'WLUY? NIv'Y
ON'IN IN'X? 7'2INY7 721" DI'N 'MAXYNY 0112172 210 WI9'N - DTIVA ON'-'0IX YN [N X7 DNl
.NNN0NA 707 1L, NV7INN IR

"y 0710 YWR Windows n7y9nn N2IYNa NNtz AWK NIFAIZ1D01 D'OYT 1901 'NA¥N NT VoL
N7X "NIo'Y" 1D AT 2IWN L NI7'Y DR 1107 )21 DNYN IR DR 197 O 0RINI 0oN'l
-I'ROY DD R ,N7Y9NN NDYNM 7Y "Y'y NN DR 19WYN-1 wnnwnn 2y 770t nxn
UNNY' ON'YINY 720V 21IWNY7 N1 .17 02N 90N win'y y¥an "op'ta” o' Y 10 1oon
NIY' ON'IN IMIXY 720W - 11277 TIXN 21N X 7772 1N IR D N7 1120 7D 1121 11120 Nl

.N7AN' KINY 0"1>'oN 1772 2 ,IN210 NX
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