A7 AOX TR 77
assaf(@fullscreen.co.il underwar@hotmail.com

17.10.2002 — 1.00 N

NN DIWIND NYAIND

http://underwar.livedns.co.il anxnn 790 Nt 70010

.D12NNN XN YN NN ROD PNWOD 1 THI DY THDN IND PR

VTN YDV APY DIV, PPY INX DY P 535 DIRINK DN THONN 112NN
,INT DY . 7HDNA DOWNNN DIRYNN DY 12NN MNDID 1D, THDNI WD
NN RN PITRN YTHRN NN PADY YT DINNINNN 27N NN VY DI1ANNN

GUT GON) AR 939 MNNY NN 9

Nir Adar
Email: underwar@hotmail.com
Home Page: http://underwar.livedns.co.il

Assaf Reshef
Email: assaf@fullscreen.co.il

.D12NNN SR MIYM DMNPIN INDY NIN

UnderWarrior 2002 Team http://underwar.livedns.co.il

1 7m0y



A7 AOX TR 77
assaf(@fullscreen.co.il underwar@hotmail.com

OR7P0

03 AIRT? 7Y RIT L1200 INKRT DT HW PR TP DR NIRI? WA 2P0 1M1 DK DY WK
VA9 77T DR DXI7 WOK 7370 NANR,ANIN PXRYW TPR DWW 3191 An0aRy

;X112 107 0070 LOpht ann 70X ,1999 °Rn2 23 aw2) 27 1137 9T 7°van

,"Web users can view ASP source code and other sensitive files on the web server"
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Microsoft IIS Server
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.http://neural.cs.nthu.edu.tw/jang/books/webprog/06asp/example/request5.asp : 772 MP*22 2°1N3

ASP nowa oon»pw 21w NOWE CINWR IR MIRT? WD WORD 7T WY a7

3 List of Request.ServerVariables - Microsoft Internet Explorer 10l x|
J File Edit View Favorites Tools Help ﬁ
& = @ at e @ @ | B S .
Back Farward Stop Refresh  Home Search Fawvorites  History Mail Print Edit Discuss
J Address I@ http:ffneural.cs.nthu.edu. bwfjang fbooks fwebprog/ D6aspfexamplefrequests, asp j 6}(30

-

List of Request.ServerVariables

| Request.ServerVariables

| Names Values e

HTTP_ACCEPT:applicationdmd ms-powerpoint, application'vnd ms-excel,
application/msword, image/zf, imagefz-zhitmap, image/jpeg, tnage’pipeg, **
Request ServerVariables HTTP ACCEPT LAWGUAGEe iq=0.5HITP_C ONNECHON:ke ep-alive
("411, HTTP" HHP_HOST:newﬂ.cs.nmu.edu.m HTTP TUSEE_AGENT Mozillaf4.0

= {cotnpatible; MSIE 5.5, Windews T 5.0, TUCOWS) HTTP_VIA1.1 colosus]
(IMetCache Methpp/5. 3 1D1) HTTF_ACCEPT _ENCODING gzip, deflate
HTTP X FORWARDED FOR:13246851.254

Accept: applicationnd ms-powerp oint, applicationfmd ma-excel,
applicationfmeword, tnagelof, imagefz-zhitmap, image/jpeg, itnageipipeg, **
Eecquest ServerVariables Accept-Language: he ruq=0.5 Connection: keep-alive Host: neural cs nthu. edu. tw
("ALL EAW™ Tser-Agent: Mozilla’d 0 (compatible; BMSIE 5.5, Windows NT 5.0, TUCOWS)

Via: 1.1 colosus1 (MetCache Netdpp5 3. 1D1) Accept-Encoding: grip, deflate 3C-
Forwarded-For: 132.68.51.254

Eecquest ServerVariables _
("APPL. MD_PATH" LWTN ISV C N Rootfjang

Eequest. ServerVanables Diusersiiang
("APPL PHYSICAL, PATH" AuSErEyang

Eequest ServerVariables
("AUTH_PASSWORD"

[ ermiest SerreriVariables LI
4

|&] pore ’_ ’_ |4 Internet

.View Source — 11yn MW 1w° 777 D°PNNN2W 27 2w

077 1K DTOTY IR YO A7 ,0m193 ,NOWiT 782 720V 0272w 207 0197 ASP 57 00 o1
17957 IR NMIRT? 2°p217 IWORY 7871 OX LTI2Y 2R 77 2°92p1 1R KOR ,2N0 NIONNTW IR
ARTWY DWW 732 2w»w ASP a7 X377 03 W LTI 09°IP0 21029 TR .07 1pnT ASP
,View Source WP H¥ XY WK 1209w IR 7P 171 LASP-17 097 YW 7pn naxnb

n2IN57 av ,WwIn 1190 nnol
http://neural.cs.nthu.edu.tw/jang/books/webprog/common/showcode.asp?source=/jang/books/webprog/

A7 5w 7P 137197 11931 DV ,06asp/example/requestS.asp
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http://neural.cs.nthu.edu.tw/jang/books/webprog/common/showcode.asp 1210277 IR 1N17 77033
alelalb) ]7:1|?73 N7 72 DR IR .TIP0 DR XA 773 37
.source=/jang/books/webprog/06asp/example/requestS.asp

A1°192 3XPW A77 SW TP DX VAP AT 90079 00 1A 10

W DY 0IR .2OWHNWA NOIYA W1 NOW INRA %D P ANVAR DOV NAND 0997 YW TP NAN
01N/, 2WANWwAT YW 221N 92 DR IMIWT 2N 7327 2182 1977 MPAY DI NP b
DR DY PR DR QTRD WY 77902 ,N17a007 NP1V NS0 AR NPV MK

L,RPTY ,NM07 7OP°N2 QDT PO RRAY WOKRY IR, DAY DR MIND %01 Y95 7172 ,79°9°
/jang/books/webprog 1°°1507 NANW TP DR P NIRTY 9211 ,NYI DOPTI2 1KY INRAW 190
190 N1I907 °NN 92 DX

JIRT 21721

1 077 DX VXY NI DY NN I P URL-1 nR npel
http://neural.cs.nthu.edu.tw/jang/index.asp

;N2 N2WNDA DR 197572 21N21
http://neural.cs.nthu.edu.tw/jang/books/webprog/common/showcode.asp?source=/jang/index.asp
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/3 ¥iew Page Source - Microsoft Internet Explorer 101 x|
J File Edit View Favorites Tools Help ﬁ
J@,*-@ﬁ@@ﬁ%'é . H
Back Farward Stop Refresh  Home Search Fawvorites  History Mail Print Edit Discuss
JP-c_Idress I@ http:ffneural.cs.nthu.edu. bw)jang fbooks fiwebprog/ commonyshowcode, asprsource=/jang) j ﬁGU
=
View Source
Go Back to Aangd
Go Back to wwiw sandbox
View Source -- Access Denied
=
&1 ’_’_|° Internet v
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http://neural.cs.nthu.edu.tw/jang/books/webprog/common/showcode.asp?source=/jang/books/webprog/
index.asp.

.http:/neural.cs.nthu.edu.tw/jang/books/webprog/index.asp 7777 2w 71277 V912 Jon 7y

/3 ¥iew Page Source - Microsoft Internet Explorer 10l x|
J File Edit View Favorites Tools Help ﬁ
« 0= @ at D = 9 | B 2 .
Back Farward Stop Refresh  Home Search Fawvorites  History Mail Prink Edit Discuss
J Address I@ http:ffneural.cs.nthu.edu. bw)jang fbooks iwebprog/ commonyshowcode, asprsource=/jangf/bookswebprogfindex. asp j ﬁGo

View Source

Go Back to fangsbooks/webprogfindex.asp
Go Back to MW sandbox

<!--#include virtual="/ang/include/editfile. inc"--=

<3 title = "web pf it lpeP " 0

=% Author = "4%W-P" %>

=%  AuthorURL = "http: Afneural.cs.nthu,edu tw/jang” %=

<htrl=

<head=

ztitles <% =title =< titles

<LIMK TYPE="text/css" REL="stylesheet" HREF="common‘my.css">
z/heads

<hody=
zfont face="helvetica, arial">

=h1l align=center class=txtHl=<%=title%></hl>
<h3 align=center class=txtH2=by <a href="<%=AuthorURL%="=<%=Author¥% =</ am </ h2=
<hr=

<table align=center border=1 cellspacing=0 style="border: 1px solid black" bgeolor=white=

<tre=

«th class=baldw>*<th class=boldw>¥D D

<tr=<td align=center=1<td align=center=<a href="01lhtml"=HTML</a>

<tre=<td align=center=2<td align=center=Cs55

<tr=<td align=center=3«<td align=center=<a href="03jscript">=JavaScript/1Script</a>

<tr=<td align=center=4<td align=center=YBScript

<tre<td align=center=a<td align=centers<a href="06asp"=ASP and Database Integration</a=

<tr=<td align=center=8<td align=center=<a href="08per"=Perl</a>

<tr=<td align=center=9<td align=center=<a href="09cg">CEl< /3>

<tre=<td align=center=10<td align=center=<a href="10php"=FPHP</a> =
4

&1 I.Z)one ’_ ’_ |4 Internet

12V 9990 NAR 79090 K07 " 0020 DW mvawna N 77895 N12Ivng 0 T

X277 NI W TP DR NMIRTY Ny 1701

N2IN2 NIRRT N2IN2T DR M99 http://neural.cs.nthu.edu.tw/jang/books/webprog/../../index.asp
http://neural.cs.nthu.edu.tw/jang/index.asp WA 777K 7011 aTPW
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http://neural.cs.nthu.edu.tw/jang/books/webprog/common/showcode.asp?source=/jang/books/webprog/
../../index.asp

3 Yiew Page Source - Microsoft Internet Explorer _ Inlﬂ

J Eile Edit View Favorites Tools Help ﬁ

Jﬁ.*.@ﬁ‘ﬁaa‘%-éﬂ.

Back Faryard Stop Refresh  Home Seatch Faworites  Histary T1ail Print Edit Discuss

J Address I'@ http:fineural.cs.nthu.edu.bw/jang/booksfwebprog/ cammonyshowcode, asp?source=jangfbookswebprogy. .. findex. asp j 6>G0

View Source

Go Back to fangsbooks webprogl. . findes.asp
Go Back to WWW sandbox b

<html>

<head>

<titlexRoger Jang's Home Page</titlex

<reta HTTP-EQUIV="Content-Type" CONTENT="text/html; charset=higs"=

<stylex= td {font-family: "ea ¢1", "helvetica,arial', "Tahoma"; F</style=
<l=-

<bgsound sro="audio/welcome wav" loop="1"=

-

<!--- JavaScript section ——--=

<SCRIPT language="lavaScript"s
function openwindow () {
tolJRL = "4book. asp";
Myitin = window . open
{tOURL,"My'Win","status=no, titlebar=no,toolbar=na,location=no,resizeable=no, scrollbars=no, height=500, width=400"},

T
2/SCRIPT
z/heads=

<body text="#ffffff" bgcolor="#000000" text=#FFFFFF link=#FFFFO0 vlink=#AAFFAA alink=#AAAA00>
<font face="w t-1">

<table align=right border=3x
<td=<a href="sandbox/html/autoload htm" target="new"=<img src="/jang/cgi-bin/randroge. pl" border=0=</a=
</table=

- n [ . - n hd
4| |

&1 l_’_ |4 Internet v

.00 93 K99 117197 2% 77 YW TIPM L9V KXY DWW mANTT avon 1N
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<table align=right border=3>

<td><a href="sandbox/html/autoload.htm" target="new"><img src="/jang/cgi-
bin/randroge.pl" border=0></a>

</table>

970 YW TP DR X2 229127 1K ORI
alonhl

http://neural.cs.nthu.edu.tw/jang/books/webprog/common/showcode.asp?source=/jang/books/webprog/
../../cgi-bin/randroge.pl
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common/showcode.asp
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<SCRIPT LANGUAGE=VBScript RUNAT=Server>
FUNCTION fValidPath (ByVal strPath)

If (InStr(1, strPath, "/webbook/javascript”, 1) or _

InStr(1, strPath, "/books/webprog"”, 1)) Then

fValidPath = 1
Else

fValidPath = 0
End If

END FUNCTION

REM Returns the minimum number greater than 0
REM If both are 0, returns -1
FUNCTION posMin (iNum1, iNumz2)
If iNum1l = 0 AND iNum2 = 0 Then
posMin = -1
Elself iNum2 = 0 Then
posMin = iNum1
Elself iNum1 = 0 Then
posMin = iNum2
ElseIf iNum1l < iNum2 Then
posMin = iNum1
Else
posMin
End If
END FUNCTION

iNum?2

FUNCTION fCheckLine(ByVal strLine)
fCheckLine = 0
iTemp =0

iPos = InStr(strLine, "<" & "%")

If posMin(iTemp, iPos) = iPos Then
iTemp = iPos
fCheckLine = 1

End If

iPos = InStr(strLine, "%" & ">")

If posMin(iTemp, iPos) = iPos Then
iTemp = iPos
fCheckLine = 2

End If

iPos = InStr(1, strLine, "<" & "SCRIPT", 1)
If posMin(iTemp, iPos) = iPos Then

iTemp = iPos

fCheckLine = 3
End If

iPos = InStr(1, strLine, "<" & "/SCRIPT", 1)
If posMin(iTemp, iPos) = iPos Then
ITemp = iPos

7°Y2% M2°05 NP

077 20 P2 vl
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fCheckLine = 4
End If
END FUNCTION

SUB PrintHTML(ByVal strLine)
iSpaces = Len(strLine) - Len(LTrim(strLine))
i=1
While Mid(Strline, i, 1) = Chr(9)
iSpaces = iSpaces + 5
i=i+1
Wend
If iSpaces > 0 Then
For i = 1 to iSpaces
Response.Write(" ")
Next
End If
iPos = InStr(strLine, "<"
If iPos Then
Response.Write(Left(strLine, iPos - 1))
Response.Write("<")
strLine = Right(strLine, Len(strLine) - iPos)
Call PrintHTML(strLine)
Else
Response.Write(strLine)
End If
END SUB

SUB PrintLine (ByVal strLine, iFlag)
Select Case iFlag

Case 0
Call PrintHTML(strLine)

Case 1
iPos = InStr(strLine, "<" & "%")
Call PrintHTML(Left(strLine, iPos - 1))
Response.Write("<FONT COLOR=#ff0000>")
Response.Write("<%")
strLine = Right(strLine, Len(strLine) - (iPos + 1))
Call PrintLine(strLine, fCheckLine(strLine))

Case 2
iPos = InStr(strLine, "%" & ">"
Call PrintHTML(Left(strLine, iPos -1))
Response.Write("%>")
Response.Write("</FONT>")
strLine = Right(strLine, Len(strLine) - (iPos + 1))
Call PrintLine(strLine, fCheckLine(strLine))

Case 3
iPos = InStr(1, strLine, "<" & "SCRIPT", 1)
Call PrintHTML(Left(strLine, iPos - 1))
Response.Write("<FONT COLOR=#0000ff>")
Response.Write("<SCRIPT")
strLine = Right(strLine, Len(strLine) - (iPos + 6))
Call PrintLine(strLine, fCheckLine(strLine))

Case 4
iPos = InStr(1, strLine, "<" & "/SCRIPT>", 1)
Call PrintHTML(Left(strLine, iPos - 1))
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Response.Write("</SCRIPT>")
Response.Write("</FONT>")
strLine = Right(strLine, Len(strLine) - (iPos + 8))
Call PrintLine(strLine, fCheckLine(strLine))
Case Else
Response.Write("FUNCTION ERROR -- CONTACT ADMIN.")
End Select
END SUB
</SCRIPT>

<% strVirtualPath=Request("source") %>

<html>
<head> <title>View Page Source</title></head>
<body>

<center>
<font face="Verdana, Arial, Helvetica" SIZE=6>View Source</font>
</center>

<font FACE="Verdana, Arial, Helvetica" SIZE=2>
Go Back to <a href="<%=strVirtualPath%>"> <% =strVirtualPath%></a><BR>
Go Back to <a href="/jang/sandbox">WWW sandbox</a>
<hr>
<%
If fValidPath(strVirtualPath) Then
strFilename = Server.MapPath(strVirtualPath)
Set FileObject = Server.CreateObject("Scripting.FileSystemObject")
Set oInStream = FileObject.OpenTextFile (strFilename, 1, FALSE)
While NOT oInStream.AtEndOfStream
strOutput = oInStream.ReadLine
Call PrintLine(strOutput, fCheckLine(strOutput))
Response.Write("<BR>")
Wend
Else
Response.Write("<H1>View Source -- Access Denied</H1>")
End If
%>

</body>
</html>

V9°IP0N NYWD LT WANWA 0772,V NP0 RIT 2I0 PR — 2OV0R 190n° PN 10
11977 Yupn 102 Annn

N3 DR 9101397 — A7 7102 21787 1220 HTML 79 1257 Wi 1KY yupi

WANWwn? %2 R YR 070 RO 70 0991, fValidPath() 7°¥p19% X71p n1onng 0 R0
.View Source - Access Denied — nvmii DX IR ,WP1200 9707 DR
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FUNCTION fValidPath (ByVal strPath)
If (InStr(1, strPath, "/webbook/javascript”, 1) or _
InStr(1, strPath, "/books/webprog"”, 1)) Then

fvalidPath = 1
Else

fvalidPath = 0
End If

END FUNCTION

N3 2201 NIEAT NN NP TP

/books/webprog N21n377 W /webbook/javascript N2103:7 OR 21722 MONT VD IPOT AN

197 .. By 202N Nk 1" D MAweaRa By awn XY X7 9ar ,URL-2 myeomn

112 7273 WD AW 22012 "L M, AT DRI TIWOR PERPN0T ,NIRTY 787 RITW 0OPLT DX 1I0107W
IRTIW 72N KD 2MOAW VOMPO YW TPR DX WAk oxva

Y22 MWOR NIND

2wnh n1ah 9120 77 7Y% o

FUNCTION fValidPath (ByVal strPath)
If (InStr(1, strPath, "/webbook/javascript”, 1) or _
InStr(1, strPath, "/books/webprog"”, 1)) Then

fvalidPath = 1
Else

fvalidPath = 0
End If

If (InStr(strPath, “..”) <> 0) Then fValidPath = 0
END FUNCTION

17 VOPLIT OV DOXAP NIRTIT? TPY NWORD KDY 12w 22012 .. vopwIT X NWHNK T NODIN
LA 1YW A9pPNaa IR N0 AN 17 1PV L2012

EOF
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